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Dear Readers,

This year 9th edition of the ASEANAPOL 
bulletin, Secretariat had alludes to the theme 
of “Collaborative Effort in the Fight Against 
Transnational Organised Crime”. 

I believed all readers would agree that our 
security climate now has changed over the 
years, needless to say the various police forces 
have also gone through various stages of 
transformation in fight against the transnational 
criminal groups which are always transforming 
from time to time.  The traditional structures of 
organised crime whereby kingpins take control 
of niche crimes are now increasingly replaced by 
loose, flexible criminal networks that shift their 
operations and modify their business models 
based on opportunities, incentives, profits and 
demands.  Thus with these modern transnational 
crime challenges, there is definitely the need 
to have collaborative effort amongst ASEAN 
Member Countries’ policing community so that 
we can keep the region safe.

We hope this year readers would enjoy the 
articles prepared as we have added contributions 

from various Member Countries.  With the 
sharing and in-line with the theme, Secretariat 
hopes to be able to continue its enhancing the 
mandate in harmonising the coordination and 
communication mechanisms amongst ASEAN 
Member Countries.  It is also to remind everyone 
of us the importance of information sharing and 
likewise sharing of best practices whereby we 
can learn from each other so that we can together 
fight against these transnational criminal groups.

In conclusion, I would like to express my utmost 
gratitude to all writers whom had contributed the 
articles and the Secretariat staff for their hard 
work in the successful publication of this 9th 
edition.

Enjoy the reading.

SUPT. JIM WEE
Director for Police Services
ASEANAPOL Secretariat

FOREWORD FROM ADVISOR FOREWORD FROM EDITOR-IN-CHIEF

Dear Readers, 

Welcome to the 9th edition of the annual 
ASEANAPOL Bulletin with the theme of 
“Collaborative Efforts in the Fight Against 
Transnational Organized Crime.” The bulletin 
acts as a significant platform amongst the Chiefs 
of ASEAN National Police (ASEANAPOL) in 
the sharing of information, intelligence, best 
practices, and lessons learnt, signifying the 
ASEAN close-knit police to police cooperation 
in the prevention and fight against transnational 
crime, with the aim of keeping the South East 
Asia region safe.

This edition is a culmination of the continuous 
efforts of all ASEANAPOL Member Countries 
under the relentless commitment, continuous 
support and guidance of all Chiefs Police 
of ASEANAPOL, as it also showcased the 
Secretariat’s effort in ensuring the effective 
implementation of all mandates and resolutions 
adopted during the 38th ASEANAPOL 
Conference, held in Brunei Darussalam in 2018.  
Simultaneously, it symbolizes togetherness and 
solidarity and sent across the firm message that 
we, ASEANAPOL shall NOT allow transnational 
crime to pose threat to the stability, security and 
lives of the people in this region.

The ASEANAPOL Secretariat takes this 
opportunity to express its heartfelt gratitude to 
all Chiefs of ASEAN National Police for the trust 
in mandating the Secretariat to take over the 
management and ownership e-ADS 2.0, which 
has successfully been executed. The successful 
migration of the system from Singapore to the 
Secretariat in Kuala Lumpur and the housing of 
its servers at the Royal Malaysia Police Database 
Centre, affirms the importance placed by the 
ASEANAPOL’s members on the need for the 
ongoing sharing of information and intelligence, 
crime trends, its challenges, and the latest modus 
operandi of transnational crime in this region. 

Through this edition too, readers would observe 
that the Chiefs of ASEANAPOL had exemplified 
their crucial role in leading the security 
architecture, designating their respective 
ASEANAPOL Contact Persons and senior 
officials to bridge further and enhance the existing  
collaboration amongst its Members, Dialogue 
Partners, Observers and other like-minded 
entities, in coordination with ASEANAPOL 
Secretariat, being the main actor of cooperation 
and collaboration for its ASEANAPOL members.  
We, at the Secretariat, have strong confidence 
that through this enhanced collaboration, we 
will prevail over transnational crime and would 
accomplish the aspiration to realize our vision of 
keeping this region safe.

Yours Sincerely,

POL. COL. KENECHANH PHOMMACHACK
Executive Director 
ASEANAPOL Secretariat
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In addressing the ever-changing modus operandi of 
transnational crime and the increasing crime related 
sophisticated tools, which poses serious threat to 
national security, the ASEANAPOL Member Countries 
(AMCs) and its related partners need to enhance 
its capacity and capability to detect such imminent 
threats, new trends and potential vulnerabilities. 

The vision and mission 
of ASEANAPOL which 
was endorsed at the 
38th ASEANAPOL 
Conference envisaged to 
promote both regional and 
international collaboration 
and cooperation amongst 
ASEANAPOL Member 
Countries (AMCs) 
together with its Dialogue 
Partners, Observers and 
other like-minded entities. 
Towards achieving its 
vision of keeping the 
Southeast Asia region safe and in the quest for peace 
and stability, the ASEANAPOL members has always 
emphasise on the need of collective effort especially 
in the fight against transnational crimes. No one 
country can fight transnational crime single handedly. 
We cannot work in isolation and ignore what is 
happening in other parts of the world. As such, there 
is a dire and imminent need to establish cooperation 
and enhance ASEANAPOL collaborative efforts. 

At this end, it is essential then to establish smart 
partnership amongst like-minded entities, combining 
efforts, resources and capabilities to work together 
in the fight against transnational crime. Through this 
partnership, we can identify innovative ways to gather 
knowledge on how we could help build safer and 
secured communities worldwide leading to greater 
development and prosperity. 

The more we partner to share information across 
border, the more effective every single component 
of our enforcement body will be. Collaboration 
and smart partnership will certainly foster greater 
international networks in our efforts in the fight 
against transnational crime. 

With the complexity and borderless nature of 
transnational crime including those crimes which 
ASEANAPOL deals with, the need for a strengthened 
smart partnership is truly essential. Its main objective 
is to have multiple responsibility and responses by 
strengthening the smart partnership to enables 

our organization with full capacity including project 
bases, advance technology, expertise, capacity 
building and so on. With these capabilities’ expansion 
of cooperation with the partners, the ASEANAPOL 
Secretariat as the core actor for this coordination, 
cooperation and collaboration will drive the quality 
of its services to ASEANAPOL Member Countries, 

to meet the demand of its 
objectives and can give 
more positive outcome of 
cooperation with global 
policing.
With the need for more 
strengthened smart 
partnership, it will bring 
more positive outcome in 
preventing and fighting 
against transnational crime. 
Of course, certain potential 
security benefit will be 
gained by ASEANAPOL 
member countries 
through practical working 

in operation, sharing best practices, knowledge, 
advance technology and to explore the potential 
expand bilateral and multilateral cooperation in deal 
with transnational crime. These potential benefits 
should not limit in our framework, it needs to expand 
and develop smart partnership in different background 
and capacity that have a major role to play in regional 
and the world security in preventing and fighting 
against transnational crime. By building this working 
relationship will guarantee our capacities, available 
to reaction, strengthen police operation in this region.

This opportunity will bring greater security benefit 
to ASEANAPOL Member Countries as well as 
transforming the technology innovations into a 
solid foundation for the nation, regional security 
architecture and keep this region safe.

By Pol. Colonel Kenechanch Phommachack
Executive Director
ASEANAPOL Secretariat

STRENGTHENING SMART PARTNERSHIP IN
KEEPING THE SOUTHEAST ASIA REGION SAFE

COURTESY CALL TO THE HONOURABLE INSPECTOR GENERAL
OF THE ROYAL MALAYSIA POLICE BY THE DIRECTORS

OF THE ASEANAPOL SECRETARIAT

By Pol. Supt. Hoo Chang Hook
ASEANAPOL Secretariat
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On 8 July 2019, the Executive Director, Col 
Kenechanh Phommachack together with Supt 
Jim Wee and ACP Aidah Othman, Directors for 
Police Services and Plans and Programmes 
respectively, and Superintendent Hoo Chang 
Hook made a courtesy call to Inspector-General 
Police (IGP) of the Royal Malaysia Police, Dato’ 
Seri Abdul Hamid bin Bador at the Royal Malaysia 
Police Headquarters, Bukit Aman, Kuala 
Lumpur, Malaysia. This was the 1st courtesy call 
by Secretariat after Dato’ Seri Abdul Hamid bin 
Bador took office as the IGP in May 2019. 

During the visit, the Executive Director expressed 
gratitude to the IGP for his unwavering and 
continuous support as the host of the permanent 
ASEANAPOL Secretariat. The Honourable IGP 
in response reiterated his pledge of relentless 
commitment and look forward to better 
collaboration among ASEANAPOL Member 
Countries through the ASEANAPOL Secretariat.



STRENGTHENING THE COOPERATION OF VIET NAM POLICE AND POLICE FROM OTHER 
ASEAN MEMBER STATES IN THE FIGHT AGAINST TRANSNATIONAL CRIME 

THE ESTABLISHMENT OF ASEAN COMMUNITY 
AND NEW CHALLENGES OF TRANSNATIONAL 
CRIMES IN VIET NAM

Through the rise and fall of history, ASEAN has 
continuously developed from a starting point as 
an Association of five members established on 8th 
August 1967 on the basis of a political declaration 
(Bangkok Declaration). The ASEAN Community 
was officially established on 31st December 2015, 
opening a new stage of development for ASEAN - 
ASEAN Community. The formation of the Community 
is not only meaningful to the governments of ASEAN 
Member States but also provides the people of ASEAN 
Member States with 
many practical 
benefits. More than 
660 million people 
in Southeast 
Asia are able to 
live in a peaceful 
and hospitable 
e n v i r o n m e n t . 
Economies with a 
total GDP of nearly 
US $ 3,000 billion 
take advantage 
of a common 
market and unified 
production base. 
Abundant labor force is recognized for qualifications, 
vocational skills and more favorable job opportunities. 
Human rights and fundamental freedoms are 
promoted and protected. The traditional culture of 
each country is preserved and promoted together 
with ASEAN Community sharing common identities 
and values.

However, besides great benefits, the establishment 
of the ASEAN Community also poses challenges for 
its member states, including the increase in number 
and complication of transnational crimes. The flow of 
people, cash and goods are circulated more quickly 
and easily among ASEAN Member States, which is 
a favorable condition for criminals to expand crimes 
such as drug trafficking, smuggling, human trafficking, 
migrant smuggling, international economic crimes, 

cyber crimes, money laundering... While legitimate 
commercial activities are subject to border control 
policies and centralized management systems, 
transnational crime groups are free to operate, take 
advantage of the “loopholes” of the law and use 
advanced technologies to expand operations, have 
a closer and more often collusion, in order to take 
advantage of strengths and minimize weaknesses of 
each criminal group, divide criminal activities, reduce 
the risk of being detected.

As a member of ASEAN Community and is increasingly 
integrating into the world economy, besides favorable 
factors for economic, social, cultural and educational 

development, Viet 
Nam is also facing 
new challenges 
of transnational 
c r i m e s . 
I n t e r n a t i o n a l 
c r i m i n a l 
organizations and 
individuals take 
advantage of Viet 
Nam’s integration 
and multilateral 
cooperation trend 
to conduct criminal 
activities right on 

Viet Nam’s territory. 
Domestic crimes also strengthen links with overseas 
criminals. Therefore, for recent years, the situation 
of transnational crimes related to Viet Nam has been 
complicated. Prominently:

Drug related crime: Southeast Asia remains one of the 
largest opium-based drug producers and consumers, 
and the world’s largest market for synthetic drugs and 
psychotropic substances. Drug trafficked into Viet 
Nam is mainly from abroad. The transnational drug 
crime organizations take advantage of geographical 
factors, living habits and economic exchanges 
between Viet Nam and neighboring countries as well 
as restraints and loopholes in inspection and control 
to illegally purchase, sell and transport drugs across 
the border.

Human trafficking: In recent years, human trafficking 
in Viet Nam on the borderline routes has increased 
both in number and complication. Trafficked victims 
are not only women and children but also men; in 
90% of the cases, victims are trafficked overseas, 
concentrating in the border lines between Viet 
Nam and neighboring countries and to some other 
countries in Southeast Asia. Criminals use a variety 
of modus-operendi such as: Making friends, getting 
acquainted then cheating victims abroad to sell; 
Looking for Vietnamese women aged 18 - 30 to sell 
as wives for men in foreign countries; Cheating them 
to go overseas to get married to foreign men or seek 
high-income jobs then forcing them for prostitution.

Cyber crime: The situation of cyber crime in Viet 
Nam continues to be complicated, prominently: 
Attacking websites of Government agencies, 
banks and financial institutions, key information 
infrastructure...; Taking advantage of new payment 
services of banks and telecommunications services 
to appropriate assets; Organizing gambling, betting, 
illegal advertising, fraudulent purchase and sale of 
goods online; Stealing, buying and selling credit card 
information; International telecommunications frauds; 
Phishing to appropriate property through social 
networks; Spreading and distributing pronography on 
the Internet; Intellectual property infringement.

Terrorism: In Viet Nam, although terrorist activities 
have not yet occurred, the increase in terrorism in the 
region, especially in some ASEAN Member States 
and neighboring countries, Viet Nam is inevitably 
affected. Viet Nam is a country with a high percentage 
of Internet users, especially young people. 
This is a condition of which terrorist 
organizations can take advantage to 
approach and propagate extremism.

ASEAN COOPERATION MECHANISMS 
FOR COMBATING TRANSNATIONAL 
CRIMES

In order to contribute to achieve the goals 
of building ASEAN Community, ASEAN 
Charter defines ASEANAPOL as an 
ASEAN’s entity to strengthen cooperation 

between ASEAN member states in the fight against 
transnational crimes.

Since officially joining ASEANAPOL in 1996, Viet Nam 
Police force has actively participated in conferences, 
seminars, working groups. At these forums, Viet 
Nam Police always performs as an active and 
responsible member, contributes many initiatives to 
the conference and receives high appreciation from 
regional friends. Initiative for ASEANAPOL Training 
Cooperation Meeting (ATCM) to contribute to build 
capacity for police forces of ASEAN Member States 
to meet international cooperation requirements 
on crime prevention and control in the context of 
globalization was launched by Viet Nam at the 29th 
ASEANAPOL Conference (2009) and was organized 
for the first time in December 2010. Since then, 
ATCM has become an annual activity which is 
organized by ASEANAPOL member countries. Viet 
Nam Police also launched the ASEAN Traffic Police 
Forum Initiative, held for the first time in November 
2016, to exchange experience in law building, traffic 
safety management and assurance in the context 
of integration, simultaneously building periodic 
activities, forming a regular mechanism of traffic 
police from member states of ASEAN Community.

In addition, at ASEANAPOL forums, Viet Nam 
always actively and proactively participates in the 
discussions on Agenda content of the Conference; 
gives comments on a number of projects aiming 
to strengthen cooperation in combating crimes of 
Dialogue Partners; signs Joint Communiques and 
participates in many other effective information.

By Lt. Gen. Tran Van Ve 
Director-General-Office of Police Investigation Agency
Director-NCB Hanoi The Ministry of Public Security of Viet Nam
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exchange activities. So far, Viet Nam has twice 
successfully hosted the ASEANAPOL Conference, 
which was the 19th ASEANAPOL (26-28 April 1999) 
and the 29th ASEANAPOL (12-16 May 2009). In 
September of this year, Viet Nam will continue to 
be honored to host the 39th ASEANAPOL (16-20 
September 2019).

Through the ASEANAPOL channel, the requests for 
coordination and verification of information have been 
handled actively, effectively and quickly, meeting the 
investigation requirements of national and foreign law 
enforcement agencies. Participating in ASEANAPOL 
mechanism has helped Viet Nam Police strengthen 
cooperation with Police of other ASEAN Member 
States in the fight against drug related crime, human 
trafficking, cyber crime, terrorism, international 
wanted fugitives, coordination to arrest Vietnamese 
criminals escaping to foreign countries and the 
wanted subjects of ASEAN Member States escaping 
into Viet Nam.

In addition, Viet Nam Police has effectively 
participated, exploited and used the electronic 
ASEANAPOL database system (e-ADS) which can 
also be connected to INTERPOL’s I-24/7 system 
to help member countries access INTERPOL’s 
databases, tools and services.

ASEANAPOL not only aims to strengthen 
cooperation in combating crimes between ASEAN 
law enforcement forces, but also has political and 
diplomatic significance, expressing the regional 
determination towards a common goal for a peaceful, 
stable and sustainable ASEAN.

Besides ASEANAPOL mechanism, Viet Nam Police 
also participates in other cooperation mechanisms 
in combating crimes between ASEAN Member 
States such as ASEAN Regional Forum (ARF); 
ASEAN Ministerial Meeting on Transnational Crimes 
(AMMTC) and ASEAN Senior Officials Meeting on 
Transnational Crimes (SOMTC); ASEAN Ministerial 
Meeting on Drug Matters (AMMD), ASEAN Senior 
Officials‘ Meeting on Drug Matters (ASOD), ASEAN 
Airport Interdiction Taskforce (AAITF) and ASEAN 
Narcotics Cooperation Centre (ASEAN-NARCO); 

Coordinated Mekong Ministerial Initiative against 
Trafficking (COMMIT Process) and ASEAN-Australia 
Cooperation Program on combating human trafficking 
(ASEAN-ACT). The aforementioned mechanisms 
have helped Viet Nam Police to increase efficiency of 
the fight against transnational organized crime.

DIFFICULTIES, RESTRAINTS AND 
RECOMMENDATIONS OF VIET NAM

ASEAN Plan of Action in combating transnational 
crimes has encouraged its member states to foster 
their efforts to combat 
transnational crimes at 
the national, bilateral 
and regional levels. 
However, the ASEAN 
region still faces 
certain obstacles in 
cooperation in the 
fight against crimes, 
such as: (1) Lacking a 
competent specialized 
coordinating agency in 
the region to thoroughly 
address the problems 
and provide with 
sustainable solutions 
to deal with transnational crimes; (2) Lacking some 
multilateral and bilateral legal frameworks, along with 
differences between internal priorities and regional 
cooperation priorities in the fight against transnational 
crimes; (3) The application of legal regulations of 
some countries is still rigid and less flexible; (4) The 
sharing of information via ASEANAPOL channel is 
neither sufficient nor frequent; (5) The fight against 
transnational crimes completely requires multilateral 
cooperation outside the region, cooperation at large 
scale and resources.

These challenges need to be taken as top priority by 
ASEAN Member States to foster cooperation efforts 
within ASEAN and between ASEAN and its partners 
in the fight against transnational crimes. For its part, 
Viet Nam pledges to implement statements on crime 
prevention and suppression in order to successfully 
implement the ASEAN Political-Security Community 

Blueprint 2025, aiming to build a sustainable, safe and 
prosperous ASEAN Community. More specifically:
Firstly, strenghthen comprehensive cooperation with 
ASEAN Member States, actively participate in the 
implementation of projects in ASEAN cooperation 
framework and with Dialogue Partners, proactively 
propose and host a number of crime combating 
projects to optimize the support of regional and 
international partners; Coordinate with other ASEAN 
Member States to study and sign the Model ASEAN 
Extradition Treaty (MAET) and evaluate and review 
Treaty on Mutual Legal Assistance in Criminal Matters 

among Like-
Minded ASEAN 
Member States; 
Promote the 
signing of bilateral 
c o o p e r a t i o n 
documents on 
the prevention 
and combat 
against different 
types of crimes; 
Strongly promote 
c o o p e r a t i o n 
b e t w e e n 

competent bodies 
of ASEAN Political-

Security Community (APSC) and ASEAN Social-
Cultural Community (ASCC); Enhance cooperation 
in cross-border investigation and implement 
cooperation programs within the framework of Master 
Plan on ASEAN Connectivity (MPAC).

Secondly, promote the implementation of National 
Program on Crime Prevention and Combat, Master 
Plan and Action Program on Drug Prevention 
and Control, National Program against Trafficking 
in Women and Children; Bring into full play the 
combined strength of all levels, sectors, social 
organizations and the entire population in crime 
prevention and suppression; Improve the efficiency of 
state management over security and order. Enhance 
propaganda, dissemination and education on law; 
Build a healthy social environment through which 
all levels, sectors and people raise awareness and 
responsibility in coordinating with law enforcement 

agencies in fighting and preventing crimes; Build a 
strong “people‘s security” posture as a foundation for 
the fight against crimes in general and transnational 
crimes in particular.

Thirdly, research, establish hotlines or information 
exchange mechanisms with ASEAN Member States 
on the situation of transnational crimes, especially 
information on specific cases related to typical types of 
crimes such as drug related crime, human trafficking, 
cyber crime, terrorism; Exploit and effectively use the 
database of INTERPOL and ASEANAPOL... in order 
to proactively prevent, investigate, handle and arrest 
crimes; It is recommended that ASEAN police apply 
laws flexibly, based on the principle of reciprocity.

Fourthly, call on ASEANAPOL member countries, 
Dialogue Partners to continue their cooperation and 
support to enhance the capacity of law enforcement 
forces of each country through exchanging and 
sharing experience; Support the organization of 
training courses, conferences, seminars to improve 
professional qualifications for officers in charge 
of the fight against drug-related crime, terrorism 
and trafficking in persons (especially women and 
children), money laundering, pirates, economic crime 
and transnational cyber crime.

Fifthly, promote the situation evaluation, proactively 
assess the situation and forecast the development 
trend of all types of crimes in general and transnational 
crimes related to Viet Nam in particular. Well 
perform basic operations of the police force; focus 
on enhancing capacity of investigating agencies as 
well as the effectiveness of crime investigation and 
handling. Strengthen the prevention, detection and 
handling of cases involving foreign and transnational 
elements related to Viet Nam. Focus on building 
forces, improving knowledge of foreign languages, 
information technology, knowledge of professional 
skills, laws and international practices as well as 
increasing investment in current funds, equipment and 
facilities. ... to timely meet requirements of international 
cooperation in the fight against crimes of Viet Nam 
Police Force in the new circumstance.
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INTERPOL PROJECT SUNBIRD - CONNECTING POLICE FOR 
A SAFER WORLD IN ASEAN

INTERPOL is the world’s largest police organization, 
with 194 member countries. It is therefore natural 
to find us working together with law enforcement 
agencies across ASEAN Member States as part of 
our mission of “preventing and fighting crime through 
enhanced cooperation and innovation on police and 
security matters.”

Through our Capacity Building and Training 
Directorate, several projects deliver on that mission 
by collaborating with our member countries to 
enhance the skills, knowledge and experience of law 
enforcement agencies across the ASEAN region.  
A clear example of this is Project Sunbird. Based 
in Singapore at the INTERPOL Global Complex for 
Innovation (IGCI) and funded by the government of 
Canada, Project Sunbird operates in all 10 ASEAN 
Member States. 

The project, which makes full use of INTERPOL’s 
policing capabilities, aims to:
• deliver targeted operations to enhance border
      security;
• boost the forensics capacities of law enforcement
      agencies to detect, prevent and investigate
      transnational crimes;
• provide training on leadership competencies for
      female law enforcement officers;
• raise awareness of gender-sensitive law
      enforcement approaches in the region.
 
BUILDING CAPACITY IN FORENSICS

Disaster Victim Identification (DVI) is of critical 
importance in the aftermath of mass casualty 
incidents, ensuring that victims, potential offenders 
and evidence are identified. This allows investigators 
to rapidly assess the situation and support timely 
responses, particularly where an incident may be 
part of ongoing criminal activity.

To this end, Project Sunbird held a training session in 
August 2017 designed to engage officers’ awareness 
in conducting DVI investigations. Led by Detective 
Inspector Howard Way, Coordinator of the UK’s 
National DVI Unit, the course emphasized a practical 
approach, using INTERPOL’s Ante & Post Mortem 
forms during scene and mortuary processes, while 
also applying INTERPOL’s identification standards 
for reconciliation. Co-hosted by the Royal Thai Police 
and its Office for Police Forensics Science, 54 officers 

across the ASEAN region enhanced their knowledge 
on DVI principles. 

In a similar vein, Project Sunbird delivered Crime 
Scene Investigation (CSI) training in December 2018. 
Involving 18 crime scene practitioners, the training 
sought to enhance skills in searching, locating, 
recording, seizing and examining forensic evidence 
associated to criminal mass casualty events involving 
vehicles and firearms. After a training phase, officers 
worked in teams to examine a complex outdoor crime 
scene. They examined a vehicle for vital forensic 
evidence and searched a residence to gather 
evidence and intelligence. 

With crime scene and DVI being priorities for law 
enforcement across ASEAN, it is unsurprising that 
they are also a key area of interest for ASEANAPOL’s 
ASEAN Police Forensic Science Network initiative. 
It is vital that frontline officers develop their abilities 
through effective and up-to-date training practices. 
Providing opportunities for them to do so is one of 
INTERPOL’s strengths and we work with our key 
partners across the region to maximize the effect of 
our training.

OPERATIONAL EXERCISES TO ENHANCE 
MULTI-AGENCY POLICE COOPERATION

Operation Sunbird III, conducted in April 2017, 
enhanced cooperation in the sharing and exchange 
of police information among ASEAN law enforcement 
agencies. In total, eight million searches were 
conducted, resulting in 17 arrests and 110 ‘hits’ on 

passports recorded in INTERPOL’s Stolen and Lost 
Travel Documents (SLTD) database. The operation 
is testament to INTERPOL’s commitment in building 
police capacity and putting the skills accumulated 
from training into real-life operations. 

The project is currently preparing Operation Sunbird 
IV. Building on experience from previous operations, 
Sunbird IV will use a broader range of data (biometrics, 
financial details etc.) and apply greater intelligence-
led analysis to more effectively target identified 
crimes, individuals, and locations (primarily at sea, 
air and land borders) associated with terrorism and 
organised criminal activity specific to each country. 

TECHNICAL EXPANSION IN ASEAN 

A key part of effective transnational policing is the 
ability to make queries and to send and receive 
information in real time. INTERPOL’s secure police 
communications system, I-24/7, is a powerful 
tool in this regard. In April 2016, during Operation 
SUNBIRD II, Malaysia piloted and connected the 
National Immigration System at Senai (Johor Bahru) 
International Airport to I-24/7.

This occasion marked the first successful 
implementation of the Fixed INTERPOL Network 
Database (FIND) integrated solution, allowing real-
time searches across INTERPOL systems. 

The first Operation Sunbird in 2015 demonstrated 
the importance for ASEAN law enforcement to 
access INTERPOL’s global databases from multiple 
locations to enhance border security. Each successive 
operation has only emphasized this need, leading to 
subsequent project extensions and enhancements. 

At this point in time, six ASEAN Member States have 
implemented FIND and/or MIND (Mobile) integrated 
solutions with their national systems. It is notable that 
two ASEAN Member States have gone even further, 
and extended I-24/7 System to all of their border 
checkpoints, greatly strengthening their borders 
against transnational offenders.

STRENGTHENING WOMEN’S REPRESENTATION 
AT SENIOR LEVELS IN LAW ENFORCEMENT

Developing leadership skills among women in law 
enforcement, with the aim of strengthening their role 

in the global security architecture is a key focus area 
for Project Sunbird. In February 2018, the Leadership 
for Women in Law Enforcement Seminar, held in 
collaboration with the US Department of Homeland 
Security’s Federal Law Enforcement Training Centre 
(FLETC) took place in Singapore involving 22 female 
officers from across ASEAN. The seminar developed 
leadership skills through a greater understanding 
of human behaviours, communication skills, team 
building, situational decision-making, and emotional 
intelligence. 

Another training session took place in February of 
this year at the Jakarta Centre for Law Enforcement 
Cooperation (JCLEC) in Semarang, Indonesia. 
The I-Balance Women Leaders in Public Safety 
Programme, facilitated in partnership with the 

Australian Institute of Police Management (AIPM), 
brought together 21 female leaders from ASEAN 
law enforcement agencies to identify their leadership 
strengths and tailor them to their organizational 
structures and cultures.

“The continued investment by Canada in the ASEAN 
region enables results in new areas such as leadership 
for women in policing. Bringing senior women leaders 
together builds a network for sustainable institutions 
for the future,” said Harold O’Connell, Director, 
INTERPOL Capacity Building and Training. 

By undertaking these and other activities, INTERPOL 
continues to demonstrate that, as an organization, 
we recognize and value the crucial role played by 
women both in policing and international cooperation. 
We continue to work with our membership to 
address gender imbalances in law enforcement, both 
nationally and regionally. We will continue to identify 
and analyse trends and issues in order to help women 
overcome the challenges they face in reaching senior 
positions in law enforcement.

By Juan Castellaz-Faico
Project Manager, Capacity Building and Training Directorate
INTERPOL Global Complex for Innovation (IGCI)
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The UK National Crime Agency (NCA), Australian 
Federal Police (AFP), and non-government 
organisation International Justice Mission (IJM) 
launched the Philippine Internet Crimes Against 
Children Centre (PICACC) in conjunction with 
both the Philippine National Police (PNP) and the 
National Bureau of Investigation (NBI).  The initiative 
recognises a shift from traditional child sex tourism 
to on-line child exploitation via pay-per-view activities 
where foreign perpetrators, aided by Philippine based 
facilitators, cause children to be sexually abused 
via the internet. The PICACC is a hub for domestic 
Philippine and foreign law enforcement collaborative 
efforts to combat on-line sexual exploitation of 
children (OSEC). The PICACC officially opened on 27 
February 2019. The PICACC includes PNP Women 
and Children’s Protection Centre (WCPC) officers, 
NBI Anti-Human Trafficking Division (AHTRAD), IJM 
and representatives of NCA and AFP.

Delivery of the PICACC presents benefits including: 
• Collectively prioritising, allocating and de-

conflicting child exploitation referrals from foreign 
partner agencies

• Ensuring finite resources are collectively focussed 
on high-value outcomes

• Accessing the combined knowledge, experience 

and intelligence holdings of domestic and foreign 
partner agencies

• Enhancing operational outcomes by leveraging 
the capability, resources and reach of domestic 
and foreign partner agencies

• Access to training and capability development 
opportunities delivered via the PICACC

• Maximising the impact of Philippine law 
enforcement efforts to combat OSEC through 
cooperation and collaboration

• Maximising the exploitation of facilitator 
information through financial intelligence 
arrangements with the Philippine Anti-Money 
Laundering Council (AMLC) and other Financial 
Intelligence Units

• Accessing enhanced regional and international 
relationships in the collective effort to combat 
OSEC, and 

BROADER INITIATIVES:

Delivery of the PICACC is the first plank of a broader 
child exploitation plan which the Group is working to 
achieve.  The overall plan includes establishing the 
PICACC as a hub for domestic Philippine and foreign 
law enforcement collaborative efforts to combat 
OSEC; enhancing Philippine law enforcement 

investigation capability through provision of 
modern technology, equipment, capability and 
resources; delivering secure data storage and 
on-line connectivity between the PICACC, and 
Philippine law enforcement regional investigation 
teams to promote collaboration, rapid exchange of 
information, real-time access to sensitive digital case 
files and video conferencing capability; enhancing 
investigation skills through direct provision of training 
and mentoring, and developing formal and informal 
people relationships to promote a cooperative and 
holistic approach to combatting child exploitation 
across the ASEAN region. 

HOW YOUR COUNTRY CAN BECOME INVOLVED:

All ASEAN members, dialogue partners and 
observers are invited to participate in the PICACC 
through various means including:

• Using PICACC as a first port of call for new case 
referrals, to deconflict and help assess the tasking 

• Maintaining a presence in the PICACC 
(permanent, semi-permanent or ad-hoc) 

• Channelling child exploitation intelligence/
referrals through the PICACC (to aid de-confliction 
and coordination of the collective OSEC effort)

• Receiving intelligence produced by the PICACC 

• Supporting investigations conducted via the 
PICACC through capability, intelligence or direct 
support for resolution activity. 

Should you have an enquiries or new case for the 
PICACC please contact picacc@didm.pnp.gov.p

The PICACC, along with existing UK investments 
and funding of bodies such as JCLEC in Indonesia, 
as well as a programme of training across ASEAN 
countries is another example, as well as operational 
activity, where the UK is constantly doing more 
with ASEAN countries. The UK network of law 
enforcement officers encompasses NCA offices in 
Thailand, Philippines and Vietnam; SO15 CT officers 
in Indonesia, Malaysia and the Philippines; and an 
array of other non-police, but fellow law enforcement, 
agencies such as UK Border Force, HM Revenue & 
Customs and Home Office Immigration Enforcement, 
all across the ASEAN region, working with partners, 
and undertaking projects and operations with 
our colleagues at ASEANAPOL, to tackle money 
laundering, cybercrime, trafficking in weapons, 
immigration crime, modern slavery and child sexual 
exploitation. We are very grateful for all your support 
and work this year with us, and look forward to an 
even more productive effort next year. 

PHILIPPINE INTERNET CRIMES AGAINST CHILDREN CENTRE (PICACC)

National Crime Agency, Regional Commander (Australia & New Zealand),
British High Commission, Commonwealth Avenue, Canberra, ACT 2600

By Mark Bishop MBE

(Figure one, left to right: Assistant Commissioner Debbie Platz, AFP; General Oscar Albayalde, Head of the 
Philippines National Police; and Commander Mark Bishop, UK NCA, sign the PICACC agreement)

(Figure two – General Oscar Albayalde, Head of the PNP, unveils the plaque to the PICACC)
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CRIME SITUATION IN VIETNAM AND THE 
REQUIREMENT TO IMPROVE THE LAW 
ENFORCEMENT CAPACITY TO PROTECT THE 
NATIONAL SECURITY 

After more than 30 years of innovation, Vietnam has 
made great achievements in the cause of building 
socialism and defending the socialist fatherland. 
Vietnam has emerged from the economic and social 
crisis and underdevelopment and become a middle-
income developing country. Vietnam is in the period 
of accelerating industrialization, modernization and 
international integration. Vietnam’s economy is also 
on the rise and the socialist-oriented market economy 
has gradually developed. Social and political situation 
is stable; Defense and security are strengthened; 
Social and cultural development is also enhanced; 
The appearance of the country and people’s lives 
have changed for better. The socialist democracy 
is increasingly promoted. National solidarity is 
strengthened together with the political system was 
promoted, foreign relations have been expanded and 
deepened, and the position and prestige of Vietnam 
in the international relation have been improved.

In recent years, apart from the opportunities to 
continue accelerating the international economic 
integration, Vietnam is also facing many challenges 
such as the situation of the world and the region 
shows imminent dangers with many risky factors 
which may reduce the political stability during the 
political crisis has occurred in many countries. The 
competition in many aspects between major countries 
has led to negative effects on the socio-economy 
and security of many countries including Vietnam. In 
terms of domestic development, the comprehensive 
renovation still faces many problems which need to 
be solved. Along with the effects of globalization, 
natural disasters, epidemics and climate change also 
cause serious damages.

In addition to these factors, Vietnam also has to spend 
many resources ensuring social order and security in 
the circumstances of new and complex development 
in the region and the world. In recent years, several 
new non-traditional crimes have occurred in Vietnam 

such as high-tech crime, trafficking, cyber-crime; 
environmental crimes; crimes in the financial sector, 
criminal offenses, narcotic crimes, transnational 
crimes for foreign elements are also actively operating 
and increasing in both the number of cases and the 
nature and extent of danger. The situation of traffic 
order and safety and public order still faces many 
inadequacie...

Crimes of trafficking Vietnamese women and children 
to other countries have been developing with many 
sophisticated tricks, such as sham marriage, abuse 
of visa-free regime, passport falsification, to take 
women and children abroad to work as prostitutes, 
purchased wives, exploited labor... in some countries 
and territories such as Russia, China, Korea, 
Cambodia, Malaysia, Singapore... Besides, illegal 
migration crimes - mainly illegal exit of Vietnamese 
people to developed countries in Europe, Northeast 
Asia (South Korea, Japan), Australia and other 
regional countries and territories such as Taiwan, 
Thailand, Malaysia - are also likely to increase.

Because of direct impacts from the situation of 
crimes and drug evils in the ASEAN region, crimes 
and drug menaces in Vietnam have recently become 
complicated and unpredictable. The fight against drug 
trafficking and use of Vietnamese law enforcement 
agencies has become increasingly intense because 
drug criminals are increasingly aggressive, using 
all means to transport drugs into Vietnam or transit 
from Vietnam to other countries. Large numbers of 
recent drug arrests indicate that Vietnam has indeed 

become a hub for international drug trafficking rings.
Crimes of manufacturing and trading counterfeit 
money and goods, trade fraud, smuggling, economic 
fraud, import tax evasion... also tend to increase. 
Criminals mainly transport goods, especially 
consumer goods, from other countries into Vietnam 
to consume and transport precious and rare forest 
products from Vietnam to foreign countries; or taking 
advantage of legal loopholes and management 
shortcomings to evade taxes. In addition, there 
are more foreign subjects using falsified cheque 
and credit cards to withdraw money in Vietnam. 
Production, transportation and consumption of 
counterfeit money still occur regularly. Recently, a 
number of foreign people, under the form of limited 
liability companies, appropriated money and then fled 
back to their countries or escaped to a third country. 
They thoroughly exploit and abuse of the “loopholes” 
in Vietnam’s regulations on economic management 
to set up shell companies as well as conduct frauds 
and asset appropriation.
 
Along with the development of science and technology 
as well as the use of high technologies of criminals, 
cybercrimes have rapidly been developing in recent 
years. There have been dozens of credit card fraud 
cases to steal from foreigners when transacting 
on the Internet; organize gambling and betting 
via the Internet; attacking websites of businesses 
and financial institutions; and other cases such as: 
security information thefts, hackers, high-tech bank 
robberies, telecommunications charge steals. 

Besides, the situation of crimes committed by 
Vietnamese people abroad fleeing back to Vietnam 
or crimes committed by foreigners in Vietnam 
has also developed rapidly with the increasing 
number of cases and their serious nature. By 
means of international cooperation, the Vietnamese 
authorities have discovered and arrested many of 
the Vietnamese criminal gangs in foreign countries 
colluding with domestic criminals to conduct illegally 
trafficking, smuggling and transferring of money, 
kidnapping, illegal debt collection, forming smuggling 
and trafficking rings... Many foreigners entering 
Vietnam, mostly including citizens of China, Taiwan 

and South Korea. committed new criminal activities 
such as credit card scams, frauds via the Internet 
and hi-tech crimes.

In the era of globalization and international 
integration, crimes have been increasingly becoming 
complex and serious which requires police officers 
to be well-trained with good moral quality and 
professional knowledge to accomplish all assigned 
tasks. Accordingly, the PSA is faced with very 
heavily missions. The police training system is not 
only in accordance with National education system 
but also has its identity to meet the requirement of 
ensuring social order and security of Vietnam in the 
new challenge situations. So that, to enhance the 
capacity of Law enforcement training is one of the 
most important tasks.

INTERNATIONAL COOPERATION IN TRAINING 
AND IMPROVING THE QUALITY OF LAW 
ENFORCEMENT OFFICERS OF THE MINISTRY 
OF PUBLIC SECURITY OF VIETNAM 

On the basis of multilateralising and diversifying 
international relations,   while identifying international 
training cooperation as an important part in the 
international cooperation of the Vietnam’s Public 
Security Forces, leaders of MPS have directed 
the strengthening of both multilateral and bilateral 
relations, including multilateral relations with 
ASEAN countries, International Police Organization 
(INTERPOL), ASEAN National Police (ASEANAPOL), 

INTERNATIONAL COOPERATIVE EFFORTS IN TRAINING CAPACITY FOR LAW ENFORCEMENT FORCES OF 
THE VIETNAM MINISTRY OF PUBLIC SECURITY 

By Nguyen Thi Phuong Lan, PhD
Lt. Col. Chief of International Cooperation Division of 
The People’s Security Academy of Viet Nam
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or bilateral relations with many authorities of countries 
such as the Ministry of Home Affairs, Ministry of 
Security, Ministry of Public Security, Ministry of 
Justice, intelligence agencies, Ministry of Emergency 
Situations of many countries such as the USA, the 
UK, New Zealand, Australia, Israel, the Netherlands, 
the United Arab Emirates, India, France, Germany, 
Belarus, Mozambique, Bulgaria, Cuba, South Korea, 
Japan... In addition, the Ministry of Public Security 
also established relations and signed cooperation 
agreements to mobilize staff training resources from 
scholarship funds and international training projects, 
such as the Australia Awards Scholarships (AAS), 
Asia Regional Law Enforcement Management 
Program (ARLEMP), Indian Technical and Economic 
Cooperation (ITEC).

Currently, MPS’s educational academies play 
a pioneering role in building capacity for Law 
enforcement officers of MPS, as well as proactively 
expanding and strengthening cooperation with 
police training institutions of many countries around 
the world. MPS’s educational institutions have 
formal cooperative relationships with more than 
35 international partners. PPS and PSA also are 
the members of INTERPA. Based on the signed 
cooperation agreements between the People’s 
Security Academy and FSB Academy of the Russian 
Federal Security Agency; between People’s Police 
Academy and U.S. Maryland University, Royal Thai 
Police Academy, Taiwan Central Police University 
and Korea National Police University; between the 
Fire Prevention and Fighting University and the 
Russian Academy of State Fire Service...MPS’s 
educational institutions send teachers, staffs 
and student to these countries for graduate and 
post-graduate training. Many cadets and officers 
exchange programs of PPA, PSA with Royal Thai 
Police Academy, Russian FSB Academy, Moscow 
University of Ministry of Internal Affairs of Russia, 
Mongolian Law Enforcement University, Bangladesh 
Police Academy... are performed. The cooperation 
forms are short-term and long-term exchange of 
undergraduate and graduate students, exchange of 
high-level delegations; organizing short-term training 
courses, scientific conferences and seminars. 

In recent years, the MPS of Vietnam has achieved 
remarkable results in international training 
cooperation: Regarding sending officers abroad 
for studying and training, in the period of 2008 - 
2018, the Department of Training sent more than 
3000 leaders, commanders and lecturers of public 
security educational institutions abroad to visit and 
study experiences. Since 2015, the Ministry of 
Public Security has sent 147 cadets and 155 officers 
abroad for long-term training in 25 countries, and 
about 242 officers to train abroad by various funding 
sources and scholarships (Cooperation Agreement 
between the Vietnamese Government with other 
Governments, namely Project 165 of the Central 
Organization Committee, the Project on overseas 
education and training of civil servants of the Ministry 
of Home Affairs, Projects 599 and 911 of the Ministry 
of Education and Training).

The Ministry of Public Security sent officers 
abroad for training mainly on specialties such as: 
Laws, National legal security, Information security, 
Psychology, Judicial expertise, Criminal justice and 
criminology, Criminal law, Fire safety and rescue... 
to improve the comprehensive development and 
professional knowledge of the forces meeting the 
requirements of preventing and combating crimes 
and ensuring social safety. Besides, in order to meet 
the requirements and improve the reasoning quality 
of state management activities of the logistics, 
financing and foreign relations forces of the people’s 
public security forces, the Ministry of Public Security 
also mobilize the support of international partners to 
send cadres and cadets to study in the fields of Public 
Administration Management, International Relations, 
Finance - Accounting, Information Technology, 
Telecommunications 
I n f o r m a t i o n , 
J o u r n a l i s m , 
International Trade, 
Environment, foreign 
language training.

In addition to sending 
officers and cadets 
abroad for studying 

and training, the Ministry of Public Security’s 
international cooperation in education and training 
has been promoted and strengthened through the 
reception of students from foreign countries (such as 
Lao Ministry of Security, Cambodian Ministry of Home 
Affairs, Mozambique 
Ministry of Home Affairs, 
Royal Thai Police 
Academy, Bangladesh 
Police Academy…). 
Specifically, from 2015 
to 2018, the Ministry 
of Public Security of 
Vietnam received and 
trained nearly 1062 
officers of Lao Ministry 
of Security (including 
420 long-term trainees, 
270 short-term trainees 
and 372 master and 
PhD students), 1940 officers of the Ministry of Home 
Affairs of Cambodia (including 270 long-term trainees 
and 1670 short-term trainees).

The forms of training cooperation have also been 
increasingly improved and diversified, including 
exchange of high-level delegations to visit and seek 
for cooperation opportunities in staff training and 
education; exchange of officers to attend international 
conferences, field surveys and experience exchanges 
in the field of training and education; signing of 
MOUs and cooperation agreements on training 
and education; reception of trainees and sending 
of experts to training institutions of each party to 
instruct trainees with professional subjects... Along 
with receiving scholarships from foreign partners, the 
Ministry of Public Security also actively appointed 
officers to attend some specialized training courses at 
international training institutions by signing education 
contracts.

Recently, in order to meet the requirement of 
combating some new kind of crimes such as 
environmental crimes, high-tech crimes, transnational 
crimes (drug-related crimes, human trafficking, child 
sexual abuse), terrorism ...the Ministry of Public 

Security does more international cooperation training 
on investigating crimes of human trafficking, cyber-
crimes and illegal migration within the framework of 
cooperation programs with FBI, INL partners, training 
courses on prevention of money laundering and 

terrorist financing within 
the framework of the 
cooperation programs 
with the UK National 
Police Agency, training 
courses on investigating 
environmental crimes 
within the framework 
of cooperation 
programs with Freeland 
Foundation...In the field of 
combating cyber-crimes, 
the Ministry of Public 
Security concentrates 
on cooperating countries 

with traditional relations and advanced science and 
technology potentials for information security and 
network security. Russian has sent its experts to 
Vietnam to share information and experiences on 
the topic of malicious code and how to detect and 
prevent the consequences of malicious code; provide 
consultancy for design and build network security 
training centers for the Ministry of Public Security 
of Vietnam. Israel sent many working missions 
to Vietnam to implement the agreed cooperation 
contents. Japan implemented a project on cooperation 
in capacity building for network security officers with 
ODA capital.

To conclude, with the trend of globalization and 
international integration, the efforts in developing 
international cooperation to building capacity for 
Law enforcement officers of the Ministry of Public 
Security in general, the MPS’s educational institution 
in particular has achieved impressive results. The 
international cooperation on training have not only 
helped investigators and law enforcement officers 
of MPS to learn knowledge and share experiences, 
but also improve their skills and strengthen the 
cooperative relationships between MPS and 
international partner.
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COMBATING TRANS-BORDER CRIME ISSUES ON CYBERCRIME

OVERVIEW

The expanded use of the Internet has facilitated rapid 
advances in communications, systems control and 
information sharing. Those advances have created 
enormous opportunities for society, commerce and 
trade to grow and adapt to near-real time access to 
each to information services.

Related to that growth, however has been the 
intrusion of criminal actors who take advantage of the 
same services to commit traditional types of crimes in 
an innovative ways that exceed by many magnitudes 
previous scales of theft, fraud, intimidation and 
extortion. What began as disassociated efforts of 
individuals seeking attention or personal gain has 
since become organized and syndicated activities.
Those criminal activities offer speed and anonymity 
with techniques that are difficult to keep pace with 
in traditional investigative methods. To address 
these challenges, law enforcement investigators, 
prosecutors, corporate incident responders and 
risk management executives collaborated to align 
law enforcement, corporate understanding and 
approaches in investigation response.
 
Cybercrime investigation can be argued as still in 
its infancy. The technical investigation practices and 
procedures of global law enforcement are also still 
evolving in response to the growing threat of the 
cybercriminal. This has led to considerable debate 
surrounding the adequacy of current technical 
investigation models, examination tools and the 
subsequent capability of law enforcement to tackle 
cybercrime.

The evidence of cybercrime acts is almost always 
in electronic or digital form. This data can be stored 
or transient and can exist in the form of computer 
files, transmissions, logs, metadata, or network 
data. Obtaining such evidence requires combination 
of traditional and new policing techniques. Law 
enforcement authorities may use ‘traditional’ 
police work (interviewing victims or undercover 
visual surveillance of suspects) in some stages 
of an investigation, but require computer specific 
approaches for other parts. These can include 
viewing, and seizing or copying, computer data from 
devices belonging to suspects, obtaining computer 
data from third parties such as internet service 
providers and when necessary intercepting electronic 

communications through tactical techniques by the 
Police Cyber Technical Team.

CYBERCRIME 

Cybercrimes has classified into two (2) forms which 
are Computer Crime and Computer Related Offences.
By definition, Computer Crime as referring to Section 
2(5) Computer Crimes Act 1997 where access of any 
kind by any person to any program or data held in a 
computer is unauthorized if—

1. he is not himself entitled to control access of the 
kind in question to the program or data; and

2. he does not have the consent or exceeds any 
right or consent to access by him of the kind in 
question to the program or data from any person 
who is so entitled. Computer Related offences is 
crimes that perpetrated through the use of the 
computer or internet.

Diagram 1: Types of Cybercrime 
Source from: Commercial Crime Investigation Department 
(CCID), RMP

CYBERCRIME STATISTICS IN MALAYSIA

Royal Malaysia Police recognised the threats of 
cybercrimes to Malaysia economy are based on the 
reported cases and the increasing in monetary losses 
registered by the RMP. 

Table 1: Statistics of Cybercrime 2017-2019 (March)
Source from: Commercial Crime Investigation Department 
(CCID), RMP

The cybercrime cases are expected to increase 
more with broader coverage of broadband services 
provided by telecommunication companies which 
offering people to attach frequently online via media 
social and application on line.

Another worrying statistic revealed was that 70 
percent of commercial crimes today are computer 
crime, eclipsing even drug smuggling. More alarming, 
cybercriminals often operate from outside Malaysia, 
creating huge challenges for the Royal Malaysia 
Police to bring them to justice

INTERNATIONAL AND TRANS-BORDER ISSUES

The concept of national security had existed since 
the inception of nation-state, territorial border and 
the people living within the border.  The traditional 
concept of national security advocated that the threat 
to nation-state originated from outside the territorial 
border. National Security is an important component 
in National Interest. The emergence of revolutionary 
movements signifies the increasing role of non-state 
actors in the field of national security. The fight on the 
battlefield had moved to economic front.

The inclusion of economic, environment, political and 
societal in the scope of national interest and national 
security had changed the behaviour of nation-
state all over the world, in protecting their national 

interest. Globalisation in term of telecommunication 
and information technologies had increased the 
capacity and capabilities among individuals and 
nation-states in procurement of limited resources to 
attain a comfortable life. To achieve the comfortable 
living conditions for their citizens, nation-states 
expanded the field of national interest in economic, 
political, societal, environment as well as military 
capabilities. Nation-states strived to acquire a 
balanced economic, political, societal, environment 
and military capabilities. These five fields of national 
interest are the pillars of the well-being of the citizen. 
As Cybercrime is borderless by nature, this also 
makes criminal investigations more complicated for 
law enforcement authorities. To effectively tackle 
cybercrime, adequate cross–border provisions are 
needed, international cooperation, mutual assistance 
within governments and between other countries laws 
and policies, needs to be enhanced and harmonized.

CYBERLAWS OF MALAYSIA

Malaysian government has already taking a big step 
to overcome cybercrimes by introducing and applying 
acts of law. These are a list of statutes in Malaysia 
regarding the Cyber law.

• Communications and Multimedia Act 1998  
• Computer Crimes Act 1997 
• Copyright Act (Amendment)1997 
• Digital Signature Act 1997
• Electronic Commerce Act 2006 
• Electronic Government Activities Act 2007 
• Payment Systems Act 2003 
• Personal Data Protection Act 2010
• Telemedicine Act 1997
• Penal Code (including Chapter on terrorism & 

cyber-terrorism)

IMPACT OF CYBER CRIMES TO MALAYSIA
 
A limitless cyberspace, zero boundaries and eroding 
national borders is just the beginning of cyber threats. 
Malaysia’s National Defence Policy (2009) identified 
economic sector as one the national interest. 
The defence policy stated that the government 
acknowledged that the economic well-being of the 
nation increasingly important. While drug trafficking 
remains as one of the main threat to national security, 
the emergence of information technologies provided 
another avenue for commission of crimes.  

Contributed by Cyber and Multimedia Investigation Division
Commercial Crime Investigation Department, Royal Malaysia Police (RMP)
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The alarming cybercrime cases may threats to the 
national security, economy, political and social to the 
country. The Malaysia National Defence Policy re-
iterates that economic and defence capabilities are 
important elements. A strong nation required a strong 
economy to support a strong defence and vice-versa

Diagram 2: Commercial Crime Investigation Department 
(CCID), Royal Malaysia Police

COMBATING CYBERCRIME EFFORTS 
& INTERNATIONAL COOPERATION 

Several conclusions and initiatives have been agreed 
upon to define a concerted strategy to fight cybercrime 
effectively. This will be carried out in a way;

A special committee has been set up by the 
government to combat cybercrime in the country with 
function among others as a focal point to the cabinet in 
cybercrime-related matters and provide consultation 
service to it in regard to policy and strategy. The 
committee would also facilitate sharing of information 
among enforcement agencies, optimize various 
sources particularly expertise among enforcement 
agencies, review existing laws where necessary for 
more efficient enforcement in line with information 
technology advancement, and prepare committee 
reports for presentation to the cabinet. The Special 
Committee to Combat Abuse of Social Media would 
be merged with this Cybercrime Special Committee 

as both committees had almost similar functions and 
responsibilities. 

The Malaysian cyber court was set up on 1st 
September 2016 and has to date heard a handful 
of cybercrime cases, both civil and criminal. 
The court is necessary to address the increasing 
numbers of civil and criminal cyber offenses. The 
cyber court is essentially a traditional court enabled 
with Internet and social media connectivity and 
where the judge, deputy public prosecutor and 
lawyer are all familiar with the workings of the 
internet and digital technology. Before the cyber 
court was set up, cybercrimes were tried through 
the traditional courts. The creation of the cyber court 
means that judges, prosecutors and lawyers are now 
able to provide a concerted focus to technology-
related cases. This is one of the biggest challenges 
faced by national courts in any country as law is 
jurisdictional. Thus, there are no easy answers and 
it is a topic for much further discussion and inter-
governmental discourse. As such, the Malaysian 
cyber court is continued to grow and evolve not only 
to keep up with ever-changing technology and more 
inventive cybercrime, but also to keep contributing 
to the shaping of the country’s digital economy. 
Besides serving justice, the court’s job is to provide 
confidence to Malaysian individuals and corporations 
as an avenue with which can protect interests and 
seek redress for victims of cybercrime.

International co-operation in eliminating cybercrimes 
between Royal Malaysia Police and foreign 
enforcement agencies had been carried out within 
the ambit of treaties and agreements between 
Malaysian Government and foreign governments, 
directly or through regional co-operation. However, 
difference in legislation used by different countries 
might hinder the supply of critical information required 
to combat cross-border organised cybercrime 
syndicate. Hence, these legislations need to be 
harmonised as much as possible. The   Commercial 
Crime Investigation Department of Royal Malaysia 
Police had co-operated with ASEANAPOL, Interpol, 
Europol, Virtual Global Taskforce (VGT) in sharing of 
information on latest cybercrimes modus operandi or 
syndicates, trainings and conference.

The 24hrs Point of Contact Network (G8) are always 
helpful where countries have the ability to channel 
public safety officials to contact other countries on 
an emergency basis in order to identify the source 
of terrorist communications, investigate threats and 
prevent future cyber-attacks. Networked computers 
are not only tools available to terrorists and all sorts 
of other criminals to advance their schemes on an 
international basis, but these computers may also 
be the target of attacks. In investigations involving 
computer networks, it is often important for technically 
literate investigators to move at unprecedented 
speeds to preserve data and locate suspects. Often, 
a criminal can only be stopped if evidence of his or 
her conduct is preserved within minutes, a time-frame 
too short for us to rely on traditional international 
assistance regimes. Therefore, to enhance and 
supplement (but not replace) traditional methods of 
obtaining assistance in cases involving networked 
communications and other related technologies, the 
G8 created in 1997 a new mechanism to expedite 
contacts between countries. Today, close to 49 
countries including Malaysia have joined a network 
of 24-hour points of contact for cases involving 
electronic evidence. These contacts are available at 
all hours, 7 days a week, to receive information and/
or requests for cooperation.

Commercial Crime Investigation Department of Royal 
Malaysia Police initiated a cybercrime awareness 
campaign since 2013. This campaign involved a 
smart partnership with local university in producing 
video clips, printed materials and a website in social 
media application. The collaboration resulted in the 
creation of ccid.net.my website, organised by the 
local university with all information provided by the 
police cybercrime investigation division.

Video clips and printed materials had been distributed 
and uploaded in strategic places namely train stations 
and bus stops. The cybercrime awareness campaign 
known as BE SMART campaign also involved 
relevant government agencies such as Multimedia 
and Communication Commission, Cyber Security, 
Malaysian Central Bank and merchant banks. Local 
merchant banks had joined the cybercrime awareness 
campaign by providing a platform and venue for the 
police to deliver the campaign materials and talks to 
bank staffs and members of the public.

Cybercrime Awareness Campaign also involved 
the Small and Medium Entrepreneurs group, in 
collaboration with Ministry of Communications and 
Multimedia (KKMM). Cybercrime awareness talks 
also targeted the schools, colleges and universities 
to educate the students on usage of social Medias 
and offences they might be committed under the law 
if they abuse the social media applications.

The efforts to deliver an effective cybercrime 
awareness campaign had been recognised 
internationally when Royal Malaysia Police was 
rewarded with:

Best Information Services Website for Royal 
Malaysian Police (PDRM) Website by 2014 Internet 
Advertising Competition Awards
Silver Awards of Distinction for Cybercrime Website 
(Computer/IT Software) 2014.
Silver Awards of Distinction for Cybercrime Website 
(Government) 2014.

Commercial Crime Investigation Department of 
Royal Malaysia Police had invested in human capital 
by sending our investigation to seminars, workshops 
and training in Malaysia and abroad. These training, 
organised by our own training branch or foreign law 
enforcement agencies which are beneficial to the 
knowledge and advancement of our investigating 
officers. Similarly, foreign law enforcement officers 
had been invited to attend courses organised by 
Royal Malaysia Police.

CONCLUSION

Cybercrime had emerged as a threat to Malaysia 
economic security. Monetary losses and vulnerability 
of internet network in Malaysia led to more fraud in 
electronic banking, trading, intellectual properties and 
other respectful areas. Hence, it is imperative that the 
government to find tune to the solutions, in terms of 
legislation that enable law enforcement agencies to 
work closer to exchange information, apprehension 
of criminals and to secure evidence for the purpose of 
prosecuting the cybercriminals. i.e. The power of the 
investigation officer to freeze any banking account 
which involved in any fraudulent cases in Malaysia. 
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The 7th Meeting of the Anti-Transnational Financial 
Crime (ATFC) Working Group, represented by 
Deputy Superintendent of Police Mohd Hafiz 
Ya’acob from ASEANAPOL Secretariat, was held 
on 18 – 20 June 2019 at Wyndham Chongqing 
Yuelai Convention Centre, Chongqing, China. The 
meeting was organized by the International Criminal 
Police Organization (ICPO-INTERPOL) with the 
collaboration of Ministry of Public Security of People’s 
Republic of China (PRC). This meeting is the seventh 
meeting and the operation is the fifth operation done 
by INTERPOL, which was started since 2013.

The objective of the meeting is to coordinate the 
operational plan and framework of the Operation 
First Light 2019 and to gain cooperation with 
member countries and regional police organization 
on the operation’s activities. The contents of the 
meeting were identifying major problem in anti-
transnational financial crime or anti-telecom fraud, 
sharing information, experience, best practices, and 
understanding the importance of feeding data and 
information into the INTERPOL Databases.

Attended by 64 delegates from 42 countries and 
regional police organization, including ASEANAPOL 
Secretariat, the meeting was officiated by INTERPOL 
President Mr. Kim Jong Yang and Vice Minister of 
Public Security of China, Mr. Meng Qingfeng. In their 
speech, both of them emphasized on the importance 
of establishing good international cooperation in 
combating transnational crimes, especially the 
financial crimes.

The meeting was then moved on to be chaired by Mr. 
Tomonobu Kaya, Coordinator Financial Crime Unit of 
INTERPOL General Secretariat. It started with a brief 
introduction on INTERPOL background, followed with 
sharing information and intelligence, best practices 

and experiences by several Member Countries, the 
discussion sessions lead by Mr. Tim Morris, the 
Executive Director Police Services of INTERPOL 
General Secretariat, in the topics of Challenges and 
International Police Cooperation in Fighting Telecom 
Fraud, Common Forms of Social Engineering Fraud 
and Global Efforts to Fight against Them, and The 
Importance of Financial Investigations & Intelligence 
of Money Laundering & Money Mules, and finally the 
explanation of the operational plan of Operation First 
Light 2019.

At the end of the program, bilateral meeting took 
place between Member Countries where the Korean 
National Police Agency (KNPA) is pleased to have 
a meeting with the ASEANAPOL Secretariat. In 
the meeting, the KNPA is interested to include 
ASEANAPOL Secretariat in their upcoming post 
operation meeting in Seoul, Korea on September 
2019. The objective of the OPERATION TIGHTEN 
THE NET, which is started from 1st of June until 31st 
of August 2019 and included all the ASEAN Member 
Countries, Korea, China and Japan, is to locate and 
arrest the fugitive from those countries involved in any 
kind of transnational crimes by sharing information 
and intelligence between countries. ASEANAPOL 
Secretariat expressed its thankful to KNPA for the 
involvement of ASEAN Member Countries in the 
operation and gladly thanked for the invitation for 
post operation meeting.

In conclusion, the meeting was conducted successfully 
and the information were effectively given to member 
countries to combat transnational crimes, especially 
financial crimes. Although the Secretariat is only the 
observer for several INTERPOL’s operation, it was a 
good start for the Secretariat to gain more information 
and experiences when it enhances its operation in 
future operational activities.

The 36th ASEANAPOL Database System Technical 
Committee (ADSTC) Meeting was successfully held 
in Viet Nam from 11 - 12 June 2019.

The meeting was declared open by the Guest 
of Honour, Senior Police Colonel Le Duc Tuyen, 
Deputy Director General, the Office of Investigation 
Police Agency (OIPA), Ministry of Public Security 
(MPS), Viet Nam. In his speech, he highlighted that 
the digital ecosystem and the network environment 
of Southeast Asia had seen remarkable growth 
since 2015. He further urged ASEANAPOL Member 
Countries to fully utilise the electronic ASEANAPOL 
Database System 2.0 (e-ADS 2.0) in order to promptly 
respond to rapid changes in information technology. 
In addition, he added that the meeting can be the 
right platform to deliberate on how e-ADS 2.0 can 
be effectively utilized to assist Member Countries in 
combating transnational crime.

The Meeting proceeded with Lt. Colonel Vu Thi Thu 
Hanh, Deputy Chief of Mutual Legal Assistance 
in Criminal Matters and International Cooperation 
in Criminal Proceedings Division of the OIPA, as 
the Chairman, and co-chaired by Deputy Assistant 
Commissioner (DAC) of Police Gong Wai Liat Ken 
of the Singapore Police Force. A brief introduction on 
the e-ADS 2.0 and its development, updates on its 
usage, sharing of best practices and success stories 
by member countries, were presented by the co-
chair, whilst ASEANAPOL Secretariat (AS) updated 
ASEANAPOL Member Countries (AMCs) on the 
successful migration of the system from Singapore to 

Kuala Lumpur and that the system has been re-
operated since 1st June 2019. AS further added with 
the taking over of ownership and management of 
the system, plans for the enhancement of the said 
system would be implemented in coordination with 
the newly engaged vendor.

The Meeting was fruitful with good feedback received 
from member countries and ASEANAPOL Secretariat 
reminded that the effectiveness and reliability of 
e-ADS 2.0 depends on the total commitment of all 
AMCs to share and fully utilize the available system.

The Meeting thanked to all delegates for their 
full support and cooperation and ended with an 
acknowledgement to Office of Investigation Police 
Agency, Ministry of Public Security of Viet Nam for 
the excellent arrangements and warm hospitality in 
organizing the 36th ADSTC Meeting.

By Deputy Supt. Police (DSP) Mohd Hafiz Ya’acob
ASEANAPOL Secretariat

ASEANAPOL SECRETARIAT PARTICIPATED AS AN OBSERVER 
AT THE 7TH MEETING OF THE ANTI-TRANSNATIONAL FINANCIAL 

CRIME (ATFC) WORKING GROUP, CHONGQING, CHINA

THE 36TH ASEANAPOL DATABASE SYSTEM TECHNICAL COMMITTEE 
(ADSTC) MEETING, HANOI, VIET NAM 

PARTICIPATED BY ASEANAPOL SECRETARIAT
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By Deputy Supt. Police (DSP) Mohd Hafiz Ya’acob
ASEANAPOL Secretariat



Upon mandate received for the ASEANAPOL 
Secretariat to take over the management and 
ownership of the e-ADS 2.0 and the migration 
of the system from Singapore to Kuala Lumpur 
with no additional cost incurred to the Member 
Countries, the ASEANAPOL Secretariat had 
initiated the process with few coordinated 
meetings and pre-migration visit to Singapore 
Police Force (SPF).

The formal migration was executed on 20 
March 2019 and to date the system has been 
successfully connected and re-operated. The 
migration of the system was finally made possible 
upon receipt of sponsorship from INTERPOL for 
the migration cost.

As the new management, the Secretariat had 
proposed for the enhancement of the said 
system, incorporating modules necessary for the 
effective communication and information sharing 
platform for ASEANAPOL Member Countries, 
focusing on ASEANAPOL fourteen (14) core 
areas of focus.

A ceremony to signify the successful migration 
of e-ADS 2.0 was held and the joint launch of 
e-ADS 2.0 enhancement Phase II was executed 
by Hon. DIG Dato’ Pahlawan Mazlan bin Mansor, 
Deputy Inspector General of Police, the Royal 
Malaysia Police (RMP), the Host of Permanent 
Secretariat, Hon. DCP Dato Pahlawan Seri Haji 
Mohd Jefri Pengiran Haji Abdul Hamid, Deputy 
Commissioner of the Royal Brunei Police 

Force (RBPF), the ASEANAPOL 
Chairman, Hon. Lieutenant General 
Tran Van Ve, Director General of 
the Office of Investigation Police 
Agency (OIPA), Ministry of Public 
Security (MPS), Socialist Republic 
of Vietnam, ASEANAPOL Vice 
Chairman, and Hon. SAC Sekher 
Warrier, 1st Deputy Director of the 
Criminal Investigation Department 
of the Singapore Police Force 
(SPF), at the ASEANAPOL 

By Deputy Supt. Police (DSP) Mohd Hafiz Ya’acob
ASEANAPOL Secretariat

THE MIGRATION OF THE ELECTRONIC ASEANAPOL DATABASE SYSTEM (E-ADS 2.0)
TO ASEANAPOL SECRETARIAT AND ENHANCEMENT OF THE SYSTEM
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Secretariat’s office on 19 August 2019.
The ceremony commenced with a presentation 
by Pol. Col. Kenechanh Phommachack, the 
Executive Director of the Secretariat, expressing 
his appreciation to all Chiefs of ASEANAPOL for 
their trust to AS to take over the management 
of the system. In concluding his presentation, 
Pol. Col. Kenechanh Phommachack made 
mention that the effectiveness and reliability of 
such system will only work if all AMCs give their 
total support and commitment in fully utilizing 
the system. He then stressed that collaborative 
approach, through this existing information 
sharing system, is the only way to detect, deter 
and destabilize global and regional criminal 
activities.

As the Host of permanent ASEANAPOL 
Secretariat, Dato’ Pahlawan Mazlan bin Mansor, 
in his speech, reiterated RMP’s support to 
the further development of the system and 
hoped that with the Secretariat being the new 
management, the proposed enhancement 
would be of significant to the information sharing 
platform.
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By Deputy Supt. Police (DSP) Mohd Hafiz Ya’acob
ASEANAPOL Secretariat

OFFICIAL VISIT BY INSPECTOR GENERAL OF POLICE OF THE ROYAL MALAYSIA POLICE & 
COMMISSIONER OF POLICE OF ROYAL BRUNEI POLICE FORCE TO ASEANAPOL SECRETARIAT

As the Host of the permanent ASEANAPOL 
Secretariat, Hon. Dato’ Seri Abdul Hamid bin 
Bador reiterated his pledge of full support to 
ASEANAPOL and encouraged the Secretariat 
to enhance its role in ensuring ASEANAPOL 
remains relevant as a notable regional policing 
stakeholder.

On the same note, the Hon. Dato Paduka Seri 
Haji Mohammad Irwan also expressed his utmost 
gratitude and appreciation to the Secretariat in 
effectively executing the roles and functions of 
the Secretariat during his tenure as the Current 

Chairman of ASEANAPOL. He hoped that the 
Secretariat would continue to perform its best to 
promote and advance internationally as a strong 
police organization in the South East Asia region.

The ASEANAPOL Secretariat is truly 
honoured with the presence of the two Chiefs 
of Police and re-enforced its commitment to 
continue enhance its role as the main actor in 
coordinating, cooperating and collaborating with 
all ASEANAPOL Dialogue Partners, Observers, 
policing stakeholders and other like-minded 
entities, lifting ASEANAPOL to a greater height 
towards accomplishing its vision of “TOGETHER 
WE KEEP THIS REGION SAFE”.

27 August 2019 marks another momentous event 
in the history of the ASEANAPOL Secretariat 
when the Honourable IG Dato’ Seri Abdul Hamid 
Bin Bador, the Inspector General of Police 
(IGP) of the Royal Malaysia Police (RMP), the 
Host of Permanent ASEANAPOL Secretariat 
and the Honourable CP Dato Paduka Seri 
Haji Mohammad Irwan Bin Haji Hambali, the 
Commissioner of Police (CP) of Royal Brunei 
Police Force (RBPF), the Current Chairman 
of ASEANAPOL, made their official visit to the 
Secretariat’s office.

They were welcomed by Police Colonel 
Kenechanh Phommachack, the Executive 
Director of ASEANAPOL Secretariat and its 
Directors, Officers and Staff of the Secretariat.

The official visit commenced with the Executive 
Director expressing his gratitude and appreciation 
to both ASEANAPOL key persons, who had 
spared time of their busy schedule to visit the 
office of the Secretariat. The Executive Director 
then shared on the current ASEANAPOL activities 
and briefed on other matters to be reported at 
the upcoming 39th ASEANAPOL Conference, to 
be held in Hanoi, Viet Nam, 16-20 September 
2019.
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THE 38TH ASEANAPOL CONFERENCE NEGARA BRUNEI DARUSSALAM
 (3 - 5 SEPTEMBER 2018)

Contributed by Royal Brunei Police Force

The 38th ASEANAPOL Conference 2018 has been 
successfully hosted, between 3 - 5 September 
2018, by the Royal Brunei Police Force, with the 
theme “Coherent as One, Facing Challenges”.

The objectives of the conference are to 
enhance police professionalism, forge stronger 
regional cooperation in policing and promote 
lasting friendship amongst police officers of 
ASEANAPOL Member Countries.

The Conference further reinforced all the 
initiatives deliberated and agreed upon during 
the 37th ASEANAPOL Conference.  It was 
attended by the respective Chiefs of National 
Police together with their delegates from Negara 
Brunei Darussalam, Kingdom of Cambodia, 
Republic of Indonesia, Lao People’s Democratic 
Republic, Malaysia, Republic of the Union of 
Myanmar, Republic of the Philippines, Republic 

of Singapore, Kingdom of Thailand, and Socialist 
Republic of Viet Nam.

Also in attendance were the Dialogue Partners, 
namely, the Australian Federal Police, Ministry of 
Public Security of the People’s Republic of China, 
National Police Agency of Japan, National Police 
Agency of the Republic of Korea, 
New Zealand Police, Ministry of 
Internal Affairs of the Russian 
Federation, Turkish National 
Police, ASEAN Secretariat 
and ICPO-INTERPOL. The 
other participating bodies were 
the Observers from Fiji Police 
Force, National Police of Timor 
Leste, National Crime Agency of 
The United Kingdom, Europol, 
Federal Bureau of Investigation 
of United States (FBI), International Association 
of Chiefs of Police (IACP) and International 
Committee of the Red Cross (ICRC).

The opening ceremony was graced by his Majesty 
Sultan Haji Hassanal Bolkiah Mu’izzaddin 
Waddaulah ibni Al-Marhum Sultan Haji Omar Ali 
Saifuddien Sa’adul Khairi Waddien Sultan and 
Yang Di-Pertuan of Negara Brunei Darussalam, 
Inspector General of Police, Royal Brunei Police 
Force.

The Host of the Conference 
and Chairman of ASEANAPOL 
2018 - 2019, Honourable Dato 
Paduka Seri Haji Mohd Jammy 
bin Haji Muhd Shah Al Islam, 
Commissioner of Police, Royal 
Brunei Police Force, delivered 
his welcome address whereby 
he re-affirmed the ASEANAPOL 
members’ commitment towards 
promoting stability in the region 

by supporting the initiatives of the ASEAN 
Political-Security Community Blueprint.

The subsequent three days conference had 
been fruitful among the member countries 
whereby the various areas of issues that included 
terrorism, drug trafficking, human trafficking and 
cybercrimes were deliberated.  Resolutions were 
finally agreed upon with a Joint Communiqué 
signing by the Chiefs of National Police on 
5th September 2018, the end of the conference, 
to fight against the various transnational crimes.

All delegates were given a grand Gala Dinner on 
the 5th September 2018 evening hosted by the 
Royal Brunei Police Force where everyone was 
treated to a variety of performances and great 
food.

The Ministry of Public Security of Viet Nam will 
be hosting the 39th ASEANAPOL Conference 
2019.
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PROLOGUE

In a fast changing world, we are once again 
reminded of an inexorable reality.  Criminal 
enterprises move in geometric progression 
whereas law enforcement tends to move in 
arithmetic progression.  Here in lies the dilemma.  
How does the law enforcement strategist even 
start to prepare the battle plan to combat the 
formidable Transnational Organised Crime 
(TOC) groups?

Be it in terms of technology or human resources 
international, criminal enterprises are always 
ahead of the pack.  While law enforcement 
agencies are predominantly rule-driven, criminal 
enterprises have no rules or protocols to follow.  
For them the ends justify the means.  Well, as 
the cliché goes, “It takes a thief to catch a thief”.  
This however is easier said than done.

Strict protocols and stringent procedures are 
the hallmark of regional policing entities.  For 
the criminals, it is simply a case of “no holds 
barred”, with money and the power that comes 
from it, this is their main driver.  From a largely 
reactive stance most often following various 
criminal episodes, the approach has to be 
more anticipatory, the key to which is dynamic 
information and intelligence sharing based on 
mutual trust and necessity.  

However, all is not lost.  A radical rethinking 
process is imperative to stop this runaway train 
which has seemingly no brakes.  We have to 
reengineer ASEANAPOL and seek other over 
ways of doing things.  It is no more business as 
usual.  We need to realise that the challenges 
now and ahead are immense.  There is no room 
for quick fixes.  Given that crime incidences 
occur by the nanoseconds especially in the case 
of cybercrime, our strategies need to be well 
articulated in order to stop them in their tracks 
or at the very least respond swiftly enough to 
disrupt their clandestine operations.    

Then again, how do we even start to strategise 
and come up with an effective plan of action?  
There are many issues which require strategic 
solutions but where is the research?  Do we have 
the time and resources to do this?

Meanwhile as we ponder, the battles against 
criminal enterprises are ongoing and we have 
to outthink them without necessarily spending 
a fortune on research alone as our budgets are 
scarce and limited and mostly utilized to fund our 
immediate operational needs.  

ASEANAPOL 4.0 – THE EVOLVING NARRATIVE IN COMBATING 
TRANSNATIONAL ORGANISED CRIME ENTERPRISES

By Snr. Asst. Commissioner of Police (SAC) Dato’ Mohamad Anil Shah Abdullah
The author is the former Director for Police Services of ASEANAPOL Secretariat, and is now the Head 
of Crime Prevention & Community Safety Department, Penang Contingent Police Headquarters, Royal 
Malaysia Police. He has recently together with Professor Khoo Kheng-Hor authored a book on crime 
prevention and community safety entitled “ AVOID BECOMING A VICTIM OF CRIME”

INTELLIGENCE REFORM

The main imperative for ASEANAPOL in the 
war against transnational criminal enterprises 
needs to hinge on more effective and efficient 
information sharing necessitating a continuously 
updated database and mechanisms for sharing 
which will make the process seamless and with 
a strategic focus on interoperability.  There is no 
point in having actionable information entrenched 
in the databases of individual countries whereby 
the linkages in neighbouring countries cannot be 
mapped out to facilitate cross border operations. 

The willingness to share information is the key 
factor.  In this regard the ASEANAPOL Database 
System Technical Committee (ADSTC) will have 
to relook their priority towards greater analytical 
capabilities of the electronic ASEANAPOL 
Database System (e-ADS 2.0) and the need for 
a team of systems analysis.
We have to bear in mind that transnational 
criminal syndicates operate across borders 
when it comes to trafficking in persons and 
illegal commodities.  It is even more complex 
when it involves crimes committed in cyberspace 

as the perpetrators need not even be in the 
geographical region at the time where the crimes 
are committed.  Indentifying and tracking down 
the culprits as well as probing their money trail 
is indeed a daunting task without accurate and 
timely information sharing.  With virtual financial 
instruments such as cyrptocurrencies the task 
of tracing the movement of ill-gotten gains is 
truly complex.  As we are well aware apart 
from investigating and bringing the offenders 
to face charges in a court of law.  We need to 
significantly dismantle their financial support 
systems through effective measures against 
concealment of illegal proceeds and thwarting 
money laundering schemes.  The prevalent 
need to focus on the Internet of Things (IOT) and 
Big Data Analytics will definately provide greater 
challenges in a fast moving and interconnected 
global environment. 

BORDERLESS POLICING 

Another area to focus upon in cross border law 
enforcement is the reality of criminal enterprises 
not being constrained, by borders and respective 
jurisdiction of the individual member countries, 
and regional policing collaborations.  Their ability 
to be extremely mobile across borders via their 
networks are largely unmatched by individual 
Police Forces which are mainly focused on cases 
within their borders.  Issues that transcend their 
borders are often lost due to the need to adhere 
to a wide spectrum of international cooperation 
instruments such as Mutual Legal Assistance 
Agreements, Treaties and Memorandums of 
Understanding.  As we are subject to navigating 
through the administrative rigmarole, the 
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AUGMENTING INVESTIGATION AND 
PROSECUTION

ASEANAPOL still focuses on several areas of 
transnational organised crimes agreed upon 
via consensus of all member countries.  The 
concerted efforts however noble will need to take 
cognisance of the emergence of new crimes.  We 
could begin to list many new and future forms of 
crimes that did not exist in the past.  For example 
with the coming of drones criminal minds now 
concoct new forms of intimidation whereby it 
can now be done by drone bullying.  Footage 
obtained by illegal means and trespassing 
can then be circulated via cyberspace in order 
to extort money and conformance to various 
demands as a result on placing people in high 
positions as though being held for ransom.  The 
speed of the internet can also further aggravate 
the situation where any form of messages can be 
transmitted far and wide with ease.  Once again 
apprehending and prosecuting these offences 
will pose serious challenges it will require very 
specific expertise and technology.

In the ASEANAPOL fraternity we often speak 
of harmonisation of laws and legal instruments.  
It is indeed a tedious process as each member 
country will have its own sovereign laws and 
regulations.  However new forms of transnational 
organised crime will entail new legislation to be in 
place in order to empower the policing entities to 
act.  As new forms of crime evolve so quickly with 
increasingly complex modus operandi indeed 
new laws in domestic jurisdiction will have to be 
enacted.  The resultant effect will be in order to 
harmonise legislation across ASEANAPOL, it 
will a case of going back to the drawing board 
because prior efforts to facilitate harmonisation 
will be overtaken by events beyond our control.  
The new forms of crime have got to be defined 
in order to criminalise them, let alone taking 
into consideration evidential requirements to 
successfully get the criminals to face the full 
force of the law. 
 
In the same vein, it is high time that ASENAPOL 
considers and move towards forming Joint 
Investigation Teams (JITs) and with a longer 
term view of having ASEANAPOL Prosecutors 
given the fact that increasingly transnational 
crime cases will occur across traditional and 
geographical borders and jurisdictions.  Whilst 
the criminals are exploiting every possible 
avenue and loophole in the existing system, law 
enforcement efforts will fail if investigations and 
prosecutions stop at borders and are curtailed by 
missing links in terms of the chain of evidence.

We do realise that this entails major changes and 
advances in the legal systems and frameworks 
in the respective member countries, but the 
measures proposed are considered necessary 
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transnational criminal elements will be having 
a field day dodging law enforcement operatives 
with ease. 
 
At this juncture it is also pertinent that mention 
is made of the Darknet or Darkweb.  The 
phenomenal rise as the Darknet poses a great 
challenge to law enforcement entities requiring 
lots more sophistication in the war against 
innovative criminal entrepreneurs.  The revenue 
generated from various forms of crime and illegal 
business can also be swiftly converted into 
legitimate business prospects.  The possibility 
of creative and intricate money transfer and 
concealment schemes and at a scale too 
complex and diverse to trace in a short span of 
time.

The Darknet is also the realm of unscrupulous 
paedophiles seeking to exchange and share 
their materials with likeminded predators across 
the globe.  For the unsuspecting victims, the 
outcomes can be catastrophic, the magnitude 
of which never before anticipated.  Indeed not 
only ordinary individual can be impacted by 
these heinous crimes, even eminent leaders 

and governments can be the target of these 
ambitious and ruthless criminal enterprises.

With the advent of Artificial Intelligence (AI) and 
Robotics criminal enterprises again can thrive 
on endless possibilities.  Thus more crimes than 
those previously committed by traditional means 
will be done using cyberspace and automation.  
For example, drug traffickers can market their 
substances even faster.  Other activities may 
include trafficking in persons and human organs, 
both of which enhance modern day slavery and 
exploitation of the human condition for monetary 
gains.  

The escalation of identity theft poses a great 
challenge to law enforcement.  Criminal 
enterprise will utilize the data obtained by 
ingenious methods to leave the victims stranded 
in dire straits.  The losses incurred by the victims 
will place them also in a situation of grave liability 
with no clear room for restitution.  Personal data 
obtained by misplaced or betrayed trust or deceit 
can be manipulated so fast to render recovery 
efforts a futile pursuit.  Children and senior 
citizens will from the largest group affected by 
these heinous identity thieves.

‘In recognising the threat of the Darknet, INTERPOL has taken the lead for the entire police 
fraternity to tackle crimes within it, placing it at the top of their agenda. All strategic action plans 
for police forces worldwide will have to seriously consider the impact of big data, which will also 
redefine how law enforcement will have to reengineer itself to keep pace with the fast-changing 
battlefield, which thrive in cyberspace”.



to effectively combat those global perpetrators 
who will continue to commit even more complex 
forms of crimes and evade arrest and prosecution 
across borders.

ENHANCING FORENSICS CAPABILITIES

Having discussed the legal dimensions of 
investigations and prosecutions, forensics in 
particular digital forensics capability needs to 
be further augmented given the wide spectrum 
of virtual crimes taking place utilising the 

internet and the more obscure darknet.  The 
digital forensic process used in digital forensics 
investigations requires a number of steps from 
the original incidence of crime alert right through 

to the reporting of findings.  The process is 
predominantly used in computer and mobile 
forensic investigations and consists of three 
steps i.e. acquisition, analysis and reporting.

The digital media seized for investigation or 
exhibits employ the scientific method to recover 
digital evidence to support, corroborate, prove 
or disprove a hypothesis for a court of law.  It 
is envisaged that the ASEAN Police Forensic 
Science Network (APFSN) could collectively 
embark on sourcing expertise and enhancing 
this network to meet our future needs.  Relevant 
Subject Matter Experts (SMEs) need to be 
brought together to pool their resources to form 
a formidable team for the region.  The will to do 
so is critical.  There is no time for incremental 
change indeed we need a quantum leep!

RETHINKING TRAINING MANDATE

Having mentioned several areas for future 
exploration and implementation following 
scanning the transnational organised crime 
environment, it brings to mind a strategic review 
of the training needs analysis for the region’s 
police forces and capacity building initiatives to 
be undertaken.  The appropriate forum for this 
colossal exercise is the ASEAN Police Training 
Cooperation Meeting (APTCM) which needs to 
realign the focus towards capacity building and 
training including the pressing need for greater 
digital forensics capability.  

In terms of expertise and related funding we 
should enlist the kind assistance of our Dialogue 
Partners such as INTERPOL and EUROPOL, 
as well as from the various participating 

countries such as China, Turkey, New Zealand 
and Australia to name a few.  The added value 
from collaboration with INTERPA should also 
yield strategic alliances from academia around 
the world.  Indeed we do not seek to reinvent 
the wheel, rather we could appreciate to learn 
from our partners and benchmark on their best 
practices and systems.  The proven mechanism 
of Training of Trainers (ToT) and the cascading 
effect of sharing the acquired knowledge 
and experiences will indeed go a long way in 
enhancing the capabilities of our officers and 
men directly involved in the ongoing war against 
transnational organised crime enterprise. 

PRIORITISING NEW AREAS OF CRIME
 
ASEANAPOL has consistently deliberated on 
various areas of transnational organised crime 
such as Drug Trafficking, Human Trafficking, 
Commercial and Credit Card Fraud, Counter 
Terrorism Maritime Fraud and most recently 
Wildlife Crime. 
  
It is suggested that ASEANAPOL also reviews 
their priority crime areas to include inter alia, 
environmental crime, intellectual property crime 
and pharmaceutical crime.  

In the case of environmental crime, thus far 
ASEANAPOL has given due consideration to 
the importance of tackling the manifestations 
of Wildlife Crime via this highly lucrative 
illegal industry.  However it is proposed that a 
wider focus is envisioned vis-à-vis the whole 
environment.  The United Nations Inter-regional 
Crime and Justice Institute has recognised the 
following environmental crimes:-

• Illegal wildlife trade in endangered species 
in contravention of the Convention on 
International Trade in Endangered Species 
of Fauna and Flora (CITES);

• Smuggling of ozone-depleting substances 
(ODS) in contravention of the 1987 Montreal 
Protocol on Substances that deplete the 
Ozone Lawyer; 

• Damping and illicit trade in hazardous waste 
in convention on the control of Hazardous 
Wastes and other wastes and their disposal;

• Illegal, unreported and unregulated fishing in 
contravention to control imposed by various 
regional fisheries management organisations.

• Illegal logging and the associated trade in 
stolen timber in violation of national laws

It will be pertinent to note that INTERPOL began 
fighting environmental crime in 1992.  

We need to also seriously look at Intellectual 
Property Crime.  Intellectual Property Crime is 
committed when someone manufacturers sells 
or distributes counterfeit or pirated goods such 
as patents, trademarks, industrial designs or 
literary and artistic works, for commercial gain.  
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According to the United Nations Centre for 
International Crime Prevention (UN CICP), there 
are five levels of relationship between organised 
crime and corruption:-

• 1st Level: Bribery
• 2nd Level: Continuous Acts of Bribery (“on 

payroll”)
• 3rd Level: Infiltration into Government 

Agencies 
• 4th Level: Infiltrating the Government (Higher 

Level)
• 5th Level: Infiltrating the Political Arena

The objective of these TOC groups is to be 
“One Step Ahead” of the Police and other border 
control entities such as the Immigration, Customs 
and Quarantine Authorities.
The UN CICP also propose measure to avoid the 
bribery acts as follows:-
• Strengthen the socio-economic status of 

public officers with fair and competitive 
salaries;

• Implement strong penalties for breaches of 
public duties;

• Encourage “whistle-blowers”;
• Train and assign Integrity Officers to 

corruption-prone government Operations;
• Reduce individual discretion.
The signing as the United Nations Convention 

against Transnational Organised Crime (UNTOC) 
in Palermo, Italy, in December 2000 inter alia 
states that “If crime crosses borders, so must 
law enforcement”.  The Millennium Declaration 
(Palermo Convention), in particular Article 8 (2) 
– Criminalization of Corruption Sates:-

“Each State Party shall consider adopting 
such legislative and other measures as may 
be necessary to establish as criminal offences 
conduct referred to in paragraph 1 of this article 
involving a foreign public official or international 
civil servant.  Likewise, each state Party shall 
consider establishing criminal offences other 
forms of corruption”.    

ASEANAPOL in tandem needs to adopt the 
tenets of this convention in order to “Stay ahead” 
of the international perpetrators.  The best 
systems and protocols are only as effective as 
the people who execute them.  

FULFILLING HUMAN RIGHTS

Tackling Transnational Organised Crime 
elements needs also to look at Human Rights 
issues.  Those who combat TOC enterprises 
and human rights activists have common 
ground, i.e. respect for the rule of law.  It is 
indeed a delicate balancing act on the one hand, 
due respect needs to be given to justice and 
police systems, and on the other hand, officials 
committing human rights violations are similarly 
held accountable. TOC is a human rights issue 
as all forms of violations occur in the perpetration 
of these offences.  International law enforcement 
and thus ASEANAPOL too has an obligation to 
dismantle TOC groups and cripple their activities 

Intellectual property (IP) crimes reduce the 
revenues and thus the profits of affected 
businesses.  This results in adverse social and 
economic effects which include loss of jobs and 
livelihoods.  This again will cause a chain reaction 
in crime incidents as the displaced workers may 
result to crime to survive.  Other issues include 
health and safety standards, reduces Government 
revenue which can hamper investment and 
innovation and reduce wealth creation.  Equally 
important is that transnational organised crime 
syndicates profiting from intellectual crime will 
eventually use these ill gotten gains to fuel or 
finance other illegal enterprises through various 
forms of money laundering. To illustrate examples 
of well coordinated law-enforcement against IP 
Crimes, EUROPOL has taken down websites 
used to sell counterfeit merchandise to target 
pirated TV decoder, and to shut down illegal 
operating using the illegal bit coin currency. 

Transnational organised crime syndicates are 
attracted to the huge profits to be derived from 
the sales of counterfeit pharmaceuticals and 
fake medicines.  This trade has the greater 
potential of harm for human beings and yet such 
a dangerous threat received a negligible amount 

of attention from the medic and the general 
public.  The United Nations Interregional Crime 
and Justice Research Institute (UNICRI) has 
completed a report on counterfeit medicine and 
organised crime and come with several findings 
in the face of this alarming phenomenon.  The 
critical dimensions of this illicit trade include the 
following:-

• The production and distribution routes of 
counterfeit medicine;

• The peculiarities of the national regional and 
international market;

• The chain of perpetrators implicated in this 
crime and the involvement of organised 
criminals;

• The extend and the geographical magnitude 
of the phenomenon, with a distinction 
between developed countries and countries 
with developing economies.

The role of the internet as a virtual, unregulated 
market was also outlined, with a special focus 
on spam as a tool for the worldwide promotion of 
counterfeit pharmaceuticals.  

ENSURING INTEGRITY

Any longer term strategy in combating 
transnational organises crime across borders 
will need to have good governance and integrity 
systems in place.  The greatest impediment 
being the propensity of criminal enterprises to 
resort to bribery and corruption so that they can 
go about their exploits with further ease and avoid 
harassment and detection.  These organised 
crime groups will also exert their powers through 
threats and the use of violence.  



albeit constantly taking cognisance of the human 
rights framework.

The Universal Declaration of Human Rights 
(UDHR).  The articles amongst others refer to 
the fundamental legality of human rights with 
specific remedies cited for their defence when 
violated.

The manifestation of Human Rights violations 
are numerous and complex impacting upon 
children, women, the elderly and in general any 
person who is affected financially, physically 
and emotionally.  The resulting trauma further 
aggravate the situation as the longer term effects 
of human trafficking, child abuse, scams, fake 
medicines and many more can cause untold 
direct damage to the victims as well as collateral 
damage to many others.  

In practice ASEANAPOL has also to ensure the 
application of general human rights principles 
in enforcing the law.  As one is innocent until 
proven guilty the following principles are deemed 
relevant:-

• International human rights Law is binding 
on all states and their agents, including law 
enforcement officials;

• Human Rights is a legitimate subject for 
international law and international scrutiny;

• Law enforcement officials are obliged to 
know, and to apply, international Standards 
for human rights.

These principles are listed by office of the United 
Nations High Commissioner for Human Rights 
as Standards and Practice for the Police.

REVIVIFYING THE ASEANAPOL 
SECRETARIAT

Any commentary of ASEANAPOL in combating 
transnational criminal elements by way of 
enhancing the nexus of member countries will 
not be complete if we do not touch on the pivotal 
role of the ASEANAPOL Secretariat.  Indeed 
the Secretariat had its humble beginnings as a 
coordinating mechanism to foster the efforts of 
all member countries.  Moving on the Secretariat 
had to take upon a more collaborative stance to 
ensure all relations and plans of action agreed 
upon via consensus and translated into a Joint 
Communique were accomplished.  This is no 
easy task as whilst seeking to comply with all 
the agreed resolutions, member countries need 
also to concentrate on all domestic issues with a 
sense of urgency.

Given the increasing ability of criminal 
enterprises to thrive in an environment of intense 
technological advancement, it is now incumbent 
on the Secretariat to play a more catalytic role 
towards effectively combating these relentless 
criminals perpetually driven by monetary gains.  

Whilst we respect and honour the consensus 
model adopted by ASEANAPOL, the Secretariat 
needs to be empowered to swiftly undertake all 
proposals which have been agreed in principle by 
all the Honourable Chiefs of Police.  Consensus 
can determine policy matters, but it is envisaged 
that the Secretariat needs to be given more 
autonomy and authority to map out the fine print 
or details and put them into action.  

In addition, in order to move forward, the 
operating budget is always the key determinant.  
The Secretariat needs to augment its coffers by 
leveraging on the approved guidelines in order 
to push forward in terms of complementing it’s 
human resources technological capabilities and 
ongoing training and development initiatives.  

EPILOGUE    
   
Looking forward may we once again make 
reference to an excerpt from the foreword to the 
Palermo Convention:-

“They (terrorists, criminals, drug dealers, 
traffickers in people and others) who undo 
the good works of civil society.  They take 
advantage of the open borders, free markets 
and technological advances that bring so many 
benefits to world’s people.  They thrive in countries 
with weak institutions, and they show no scruple 
about resorting to intimidation or violence.  Their 
ruthlessness is the very antithesis of all we 
regard as civil.  They are powerful, representing 
entrenched interests and the clout of a global 
enterprise worth billions of dollar, but they are 
not invincible”. 
 

Whilst the transnational organised crime 
enterprise have no rules or remorse.  ASEANAPOL 
just like all other regional policing entities is 
rule driver and shaped by solidarity.  Whatever 
it takes, although we cannot break the rules to 
win the war, we will indeed strive relentlessly to 
uphold the rule of laws for all concerned.  Indeed 
combating transnational organised crime entails 
putting a stop to inhumanity against humans.  

Finally, let us all within the ASEANAPOL family 
renew and reaffirm our pledge by stating 
“Together We Keep This Region Safe”.    
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TRANSNATIONAL ORGANIZED CRIME (TOC)

Transnational Organized Crime (TOC) groups are 
actively operated by individuals with wide international 
network. They are not necessarily bound by race, 
religion, race or caste. New methods always in 
the creation by these people to avoid detention or 
detection of their wrong-doings by the authorities. 
They are always in the hunger to look for and exploit 
new opportunities for human trafficking and goods, 
of course in the manner of illegal transactions 
around the world. There is something alarmly more 
dangerous about crimes committed by these group 
of people, potential for serious harm, so the fact that 
some crimes are “organized” forces a careful analysis 
to tackle them. This obviously will require significant, 
h i g h l y - m o t i v a t e d 
cooperation among 
nations to deal 
effectively with 
organized crimes, 
to name a few, 
vehicle smuggling, 
drug smuggling, 
human trafficking, 
computer and 
internet crimes 
and hijacking. The 
crimes committed 
by these groups 
is characterized 
by a typology of 
criminal activity 
where the size and 
organization of these 
groups and networks vary but methods of creating 
and exploiting criminal opportunities are remarkably 
consistent. 

Transnational organized crime (TOC) poses a national 
security threat. Sharing of intelligence, financial 
system protection and highly effective prosecutions 
and investigations are some of their measures which 
have been enhanced globally to fight TOC. Even in 
history, criminals crossed borders to commit crimes, 
traffic in illicit goods and provide illegal services. 
Recently, opportunities for TOC have increased, in 
particular because of the growing level of air travel 

with increasing number of budget airlines and the 
ease of cheap air travel access, easy border crossing 
system in the name of globalisation and advancement 
of the Internet in the name of making the planet a 
better place to live in. Although a systematic, complex 
and growing legal and organizational framework is 
in place, law enforcement cooperation is still largely 
traditional and it remains advantageous for criminals 
to operate across different jurisdictions without fear. 

Advantageous growth and undoubted expansion of 
TOC activities with its increasingly complex move 
and great ability to maximize any rising opportunity 
by enhancing and updating new technologies at 

a growth rate 
impossible for 
law enforcement 
to match, makes 
it an uphill task 
for police and 
authorities in 
power to develop 
strategies to 
detect, disrupt, 
apprehend and 
bring them to 
the face of law. 
Currently, the 
role of police 
has transformed 
from response 
and enforcement 

activities to one of 
managing human security risk. It is greatly arguable 
that intelligence led policing can be used to reduce 
the impacts evolving from criminal threats. 

Malaysia, has its reputation tarnished with several 
negative grading such as; downgraded to 48 of 
162 countries in Global Terrorism Index (GTI), 
downgraded to 33 of 162 countries (2014) from 29 to 
2013) and 20 (2012) in the Global Peace Index (GPI), 
downgraded to Tier 3 in US State Department Human 
Trafficking Report, named as Hub of Terrorism (US 
States) and named as Centre for Wildlife Trafficking 
by International news. Several incidents have led the 

By Asst. Supt. Police (ASP) Dr. Thanikasalam Kumar, PhD
Trainning Division, Dept. of Management
Royal Malaysia Police
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way to these drops in ranks for Malaysia especially 
when transnational organized crimes are concerned. 
For example, the U.S. Department of State reported 
that Malaysian and Chinese logging companies 
reportedly traffic women from China, Indonesia, the 
Philippines, Malaysia and Thailand under fraudulent 
business or tourist visas to force a voluntary entry 
into Papua New Guinea. Upon entry, these women 
are turned over to traffickers for fisheries crimes, sent 
to entertainment, mining and logging camps, where 
they are exposed, exploited and forced into sex work. 
There have 
been reports 
that men 
are also 
r e p o r t e d l y 
subjected to 
forced labor 
at logging 
camps and 
commercial 
mines, with 
some reports 
say that they 
are forced 
into working 
for unlimited 
and indefinite 
periods due 
to debt bondage schemes. In another report by the 
united nations office, A new maritime route from 
Afghanistan via ports in Islamic Republic of Iran, 
Pakistan and India is increasingly being used by drug 
traffickers to smuggle the drugs especially heroin to 
consumer markets through Malaysia. It is not only 
that, Malaysia and Indonesia are excellent platforms 
for wildlife traffickers in terms of places where they 
can store their stocks before being sold worldwide. 
Criminals believe that they are able to get away with 
a great deal in Malaysia and Malaysia will continue 
to be used as a transit hub for wildlife trafficking. The 
report also claimed that Customs officials and wildlife 
officials were on the take and were often complicit 
in aiding and abetting wildlife traffickers. Apart from 
that Malaysia, has become a hub for petro-pirates. 
The trend of incidents involving siphoning of fuel/

oil (transfer liquids from one container into another) 
from product and oil tankers at sea is not new. 
Attributing to the surge in the number of incidents 
are various factors, including the market price of fuel/
oil, the demand for fuel/oil in underground markets, 
the absence of authorities in locations where the 
siphoning occurred which in most instances, were 
outside areas of jurisdiction.

Whilst being part of a regional security intelligence, 
Malaysia works together with UNODC, Interpol and 

A S E A N A P O L 
in addressing 
and combating 
TOC. However, 
current police 
i n t e l l i g e n c e 
f o c u s e s 
narrowly on the 
m a n a g e m e n t 
concept of 
i n t e l l i g e n c e -
led policing 
in a tactical, 
o p e r a t i o n a l 
setting. In the 
fight against 
TOC, strategic 
i n t e l l i g e n c e 

must be emphasized in the future as a measure. 
Consequently, it is importantly crucial that appropriate 
steps are taken to address TOC. Generally, however, 
due to gaps in data, knowledge, expertise, legal 
concerns and limitation of resources, effective and 
timely intervention and prevention by the authorities 
on TOC is on the loose. It is recommended that 
governments and authorities focus on addressing 
key knowledge, resource, and data gaps relevant 
to transnational organized crimes; focusing on the 
threats posed by these transnational crimes in the 
region. It will be extremely beneficial if cross-border 
cooperation is strengthened and technical capacity 
at both the national and regional levels is built to 
mitigate the risk posed TOC. 
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ASEANAPOL SECRETARIAT’S PARTICIPATED AT THE
87TH INTERPOL GENERAL ASSEMBLY (IGA)

The Executive Director of ASEANAPOL Secretariat, 
Police Colonel Kenechanh Phommachack, together 
with Director for Police Services, Supt Jim Wee and 
DSP Hoo Chang Hook, attended the 87th INTERPOL 
General Assembly (IGA) held in Dubai UAE from 18 
to 21 November 2018

With the theme “Policing in the information age” 
and the Conference provided member countries the 
opportunities of glimpse on the latest development 
which INTERPOL is embarking and harnessing 
on, such as the Artificial Intelligence capability 
development.

INTERPOL also reiterated their commitment in 
assisting Member Countries identifying their current 
policing needs and the necessary tools to cooperate 
effectively at the regional and global levels.  It also 
shared on INTERPOL 2020 blueprint on operational 
service delivery and the action plans that are put 
into various programmes such as Capabilities for 
Operational Relevance (I-CORE) initiative.

The Conference provided another insight prospective 
for ASEANAPOL Secretariat to look into areas of 
collaboration with INTERPOL in the coming years.  
Executive Director, Col Kenechanh Phommachack, 
also met with Secretary General Jurgen Stock, to 
convey appreciation on behalf of ASEANAPOL 
and the Secretariat for INTERPOL’s support to the 
Secretariat taking over the management of e-ADS 
2.0 and the migration of the system from Singapore 
to Kuala Lumpur, with their sponsorship.  Both 
INTERPOL and ASEANAPOL Secretariat look 
forward to the long term collaboration in fight against 
crime and keeping the world safe.

During the Conference, Police Colonel Kenechanh 
Phommachack, also met with Director of Gulf 

Cooperation Council Police (GCCPOL) and his 
delegation. The Director of GCCPOL discussed 
on opportunities for closer collaboration with 
ASEANAPOL in fight against certain crime areas.  
The Director GCCPOL further added that they 
target to achieve the collaboration work within the 
first quarter of 2019.  Executive Director Colonel 
Kenechanh welcomed the proposal and requested 
Director GCCPOL to forward GCCPOL’s proposal on 
specific area of crimes so that coordination work can 
be initiated early.

Police Colonel Kenechanh Phommachack next met 
with Commander General of AMERIPOL, Gerardo Jose 
Otero, whereby the Commander General AMERIPOL 
expressed their keen interest to join ASEANAPOL 
as an Observer with the objectives of having closer 
collaboration to fight against crimes.  Police Colonel 
Kenechanh welcomed the AMERIPOL’S intention 
and invited them to write in based on the related 
guidelines listed in the ASEANAPOL website so as  
ASEANAPOL Secretariat to forward such request to 
member countries for consensus.

Separately during the Conference, Director for Police 
Services, Supt. Jim Wee also met with INTERPOL 
Information systems and Technology Directorate, 
Mr. Dominic Suc, to discuss on the collaboration of 
INTERPOL in supporting the migration of e-ADS 2.0.  
Mr. Dominic reiterated INTERPOL SG’s commitment 
on the sponsorship.

With the conclusion of the Conference, the 
Secretariat look forward to sychronise its work 
plan for ASEANAPOL Member Countries together 
with INTERPOL’s 2020 blueprint so as to keep the 
Southest Asean region safe.

By Pol. Supt. Hoo Chang Hook
ASEANAPOL Secretariat
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VISIT BY FEDERAL BUREAU INVESTIGATION (FBI) 
SUPERVISORY SPECIAL AGENT TO ASEANAPOL SECRETARIAT

On 8 January 2019 ASEANAPOL Secretariat 
received a visit by representatives from FBI, 
Supervisory Special Agent (SSA), SHARON KUO 
the Legal Attache for United State in Malaysia. She 
was accompanied by Michael Eubanks, Supervisory 
Special Agent FBI, Assistant Legal Attache.   The visit 
was  received by Director for Police Services 
(DPS), Supt. JIM Wee Aik Boon, Director for Plans 
and Programmes (DPP), Assistant Commissioner of 
Police Aidah Othman and officers from ASEANAPOL 
Secretariat.  

After the introduction by all the attendees, DPS JIM 
Wee explained the function of the ASEANAPOL 
Secretariat and expressed readiness to work together 
with FBI for the benefits of ASEANAPOL Member 
Countries. 

At the same time SSA Sharon Kuo reiterated that FBI 
was already cooperating with a few Member Countries 
and will take this golden opportunity through the 
ASEANAPOL  Secretariat platform to work more 
close and will come up with some proposal during 
the upcoming ASEANAPOL Training Cooperation 
Meeting (ATCM) in Negara Brunei Darussalam from 
22 - 23 January 2019.

The FBI had offered expertise from the bureau to work 
together with Member Countries on Transnational 
Crime on case studies which could range from 
subject matters experts, information exchange 
and  developing systematic procedure on collecting 
evidences which can be used for the legal process in 
Member Countries.

By Deputy Supt. Police (DSP) Saralathan Duraisamy
ASEANAPOL Secretariat
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THE 9TH ASEANAPOL TRAINING COOPERATION MEETING (ATCM)
PARTICIPATED BY ASEANAPOL SECRETARIAT 

The Royal Brunei Police Force (RBPF) hosted the 
9th ASEANAPOL Training Cooperation Meeting 
(ATCM) from 22 - 23 January 2019 with the theme 
“DYNAMIC CAPACITY BUILDING”. The 
meeting was attended by delegations 
from ASEANAPOL Member Countries 
as well as ASEANAPOL Secretariat, 
Dialogue Partners and Observers. 
Commissioner  of Police, Dato Paduka 
Seri Haji Mohd Jammy bin Haji Muhd 
Shah Al-Islam officiated the meeting 
and highlighted  that ASEANAPOL as 
the main law enforcement agency in 
the region should continues to step 
up efforts to strengthen its capacities 
in fighting and solving crime by way 
of effective policing strategies and 
operations. The Commissioner further 
reiterated that the involvement and 
contributions particularly from ASEANAPOL’s 
Dialogue Partners and Observers have always 
been a major boost to the development of police 
forces in the region. The meeting was chaired by 
Senior Superintendent of Police, Masni binti Haji 

Jamil, Commandant of Police Training Centre, 
Royal Brunei Police Force. Representative 
from ASEANAPOL Member Countries provided 

updates on the implementation of courses and 
capacity building programmes in relation to the 
ASEANAPOL Priority of Training Needs priority. 
The meeting concluded with fruitful discussions 
and active participation from all the delegates. 

By Deputy Supt. Police (DSP) Saralathan Duraisamy
ASEANAPOL Secretariat
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VISIT BY NATIONAL CRIME AGENCY (NCA) LIAISON OFFICER 
TO ASEANAPOL SECRETARIAT

On 29 January 2019, the Secretariat 
received a visit from Mr. Gerry McGowan, 
the International Liaison Officer of United 
Kingdom (National Crime Agency) to 
Vietnam/Malaysia/Laos. He was warmly 
received by Pol. Col. Kenechanh 
Phommachack, the Executive Director 
of ASEANAPOL Secretariat, ACP Aidah 
Othman, Supt. Raiz Mukhliz and fellow 
officers.

The visit was to follow up the application 
by NCA to be elevated as Dialogue Partner 
with ASEANAPOL. 

Thereafter Gerry reiterated NCA 
commitment towards ASEANAPOL and 
further shared their past projects and 
training cooperation with ASEANAPOL 
Member Countries. NCA will also send 
in their proposal of future plans on UK-
ASEANAPOL collaboration. In support to 
this, he will represent NCA to participate in 
the upcoming 10th ASEANAPOL Contact 
Persons Meeting (ACPM) to further explain 
their proposal.

By Pol. Supt. Hoo Chang Hook
ASEANAPOL Secretariat

44



PARTICIPATION OF ASEANAPOL SECRETARIAT AT THE
3RD ASEANAPOL FORENSIC SCIENCE NETWORK (AFSN) MEETING

The 3rd ASEANAPOL Forensic Science Network 
(AFSN) meeting has been successfully hosted by the 
Royal Brunei Police Force (RBPF) at its Headquarters 
in Bandar Seri Begawan, Negara Brunei Darussalam 
from 29 to 31 January 2019. The theme for this annual 
meeting is ‘Forensic through Technology Innovation’. 
The meeting was attended by ASEANAPOL 
Members Countries, ASEANAPOL Secretariat and 
invited guest speakers from Forenscope Ltd and the 
International Committee of the Red Cross (ICRC). 

The Opening Ceremony was graced by the 
Commissioner of Royal Brunei Police Force, Dato 
Paduka Seri Haji Mohd Jammy bin Haji Muhd 
Shah Al-Islam where he 
highlighted the importance 
of cooperation between 
all ASEANAPOL Member 
Countries (AMCs) in the 
field of forensic science.  
He also reiterated the need 
to keep AMCs updated, 
in terms of crime-fighting 
capacities by optimally 
applying the latest 
technologies in forensic 
science. He further 
suggested for a Standard 
Operating Procedure 
(SOP) to be adopted 
to ensure  everyone involved can work together 
amicably at international level. This effective system 
can be deployed to provide assistance to affected 
AMCs during crisis.

The three day meeting was chaired by  Assistant 
Commissioner of Police Pengiran Dato Paduka 
Haji Mohd Jefri bin Pengiran Haji Abdul Hamid, the 
Director of Criminal Intelligence Department, RBPF 

and co-chaired by representative of the Office of 
Investigation Police Agency (OIPA), Ministry of Public 
Security, Viet Nam, Dr.Danh Cuong Le. 
The delegations from the respective AMCs presented 
their countries’ overview on Forensic Investigation 
followed by deliberation on the related resolution 
adopted at the 38th ASEANAPOL Conference. 

The participant also benefited the experience shared 
during presentation by Osman Eski of Forenscope 

Ltd on ‘Mobile Polarised 
Multispectral Imaging 
Technology for Forensic 
Investigation’ and Ms 
Jacqueline Rodriguez 
Fernandez, the 
International Committee 
of the Red Cross (ICRC) 
on ‘DVI Training Effort’. 
The 3rd AFSN meeting 
unanimously approved 
the Royal Malaysia 
Police to be the chairman 
of the newly approved 
DVI/CSI Committee with 
Indonesian National 

Police as its co-chair.  The new DVI/CSI committee 
would establish the necessary SOP and re-enforced 
their commitment to actively participate in future DVI/
CSI networking. 

By Asst. Supt. Police (ASP) Khairul Izham Md Noh
ASEANAPOL Secretariat
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By Asst. Supt. Police (ASP) Johnathan Putra Laum
ASEANAPOL Secretariat

 ASEANAPOL SECRETARIAT WORKING VISIT 
TO VIET NAM POLICE
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On March 29 2019, a back to back working visit 
was made by the ASEANAPOL Secretariat to the 
People’s Public Academy (PPA) and the People’s 
Security Academy (PSA) of Viet Nam, pursuance 
to the inaugural INTERPA & ASEANAPOL Joint 
Meeting and in furtherance to the invitation 
extended to AS during their encounters at the 
last 8th INTERPA Conference by both Pol. Major 
General Dr. Huong Tran Minh and Major General 
Dr. Le Van Thang, the President of PPA and PSA 
respectively. 

Having attained the international standards in 
terms of training academy facilities and with 
the approval of the Ministry of Public Security 
(MPS) of Viet Nam, PPA is committed to 
organize future joint ASEANAPOL and INTERPA 
international training courses. The visit also 
saw the affirmation by PPA on the proposal by 
Police Colonel Kenechanh Phommachack, the 
Executive Director (ED) of AS for the Academy 
to host the ASEANAPOL Training Cooperation 
Meeting (ATCM) where it could optimise this  
platform to share and showcase their capabilities 
and expertise in CBT.  

With regards to PSA, besides emphasizing the 
importance of enhancing the existing relationship 
in the field of CBT amongst ASEANAPOL 
Member Countries (AMCs), it had enunciated 
its determination to explore new cooperation 
areas with INTERPA Executive Board Members 
(IEBM) through the ASEANAPOL Secretariat. 
On a similar perspective, AS will liaise with 
ASEANAPOL Dialogue Partners seeking 
their cooperation to co-organize international 
Transnational Crime courses with PSA for the 
benefit of all AMCs  

It is Interesting to note that as part of their future 
plans, the Academy is organizing courses on 
some of ASEANAPOL core area of focus namely 
Cyber Security, Financial Crime and Counter 
Terrorism, the collaborative outcome of which 
will be manifested in PSA’s Academic Journal on 
Combating Transnational Crime. 



VISIT BY INTERNATIONAL COMMITTEE OF THE RED CROSS (ICRC) 
TO ASEANAPOL SECRETARIAT

By Deputy Supt. Police (DSP) Mohd Hafiz Ya’acob
ASEANAPOL Secretariat

On 13 May 2019, the Secretariat received a visit from 
Mr. Antonio Melo, the Regional Police Delegates, 
accompanied by Ms. Norma Abdul Hamid, the Armed 
& Security Forces Program Officer of the International 
Committee of the Red Cross (ICRC). He was warmly 
received by the Executive Director of ASEANAPOL 
Secretariat, Pol. Col. Kenechanh Phommachack, 
Directors ACP Aidah Othman and Supt. Jim Wee, 
Supt. Hoo Chang Hock and fellow officers.

The visit aimed to introduce the newly appointment 
Mr. Antonio Melo as the ICRC Regional Police 
Delegates (covering the Southeast Asia region), 
who took over the 
task from Mr. Chris 
Pedder. mr. Antonio 
Melo shared briefly 
on the ICRC 
experiences and 
respons ib i l i t i es 
of sharing 
and exchange 
information, and 
i n t e r n a t i o n a l 
c o o p e r a t i o n 
a m o n g s t 
A S E A N A P O L 
Member Countries. 
He also shared on 
the policing activities, such as community policing, 
human right laws and regulations.

During the discussion, Mr. Melo reiterated their 
commitment towards ASEANAPOL by offering 
platforms of brainstorming on policing tasks and to 
disseminate the knowledge and information given 
to the delegates .On behalf of Secretariat, ACP 
Aidah Othman, Director for Plan and Programme, 
has sought the contributions from the perspective 
of knowledge enhancement and skills for the benefit 
ASEANAPOL Member Countries. Mr. Antonio Melo 
in addition stated that the ICRC will be organizing 
the Police Colloquium in Nepal and a Conference in 
Indonesia on September 2019. He hoped that this 
programme will encourage the ASEANAPOL Member 
Countries to participate and share their views and 

experiences.

At the end of the 
discussion, ICRC 
commits to contribute 
continuously to 
A S E A N A P O L 
Member Countries 
by designing several 
programmes in 
its capacity as 
an Observer with 
ASEANAPOL. He 
also hoped to take 
part in the upcoming 
10th ASEANAPOL 

Contact Persons Meeting (ACPM) to further elaborate 
on the proposal. The visit was indeed fruitful in that 
it harmonisers the existing collaboration between 
ICRC and ASEANAPOL.
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ASEANAPOL SECRETARIAT PARTICIPATED AT THE
 3RD INTERPOL DIALOGUE ON EFFECTIVE MULTILATERAL 
POLICING ARCHITECTURE AGAINST GLOBAL THREATS

On 12 – 13 June  2019, Police Colonel Kenechanh 
Phommachack, Executive Director of ASEANAPOL 
Secretariat participated in the 3rd edition of the 
INTERPOL Dialogue on the effective multilateral 
policing architecture against global threats. 

The dialogue took place at INTERPOL General 
Secretariat, Lyon, France. Apart from ASEANAPOL, 
other organisatios that  participated were AFRIPOL, 
the Arab Interior Ministers’ Council (AIMC), 
AMERIPOL, EUROPOL, the European Border 
and Coast Guard Agency – Frontex, and the Gulf 
Cooperation Council-POL (GCCPOL) and as the 
observer entities are the Shanghai Cooperation 
Organisation (SCO) and UNODC as observers.

In this meeting, they stressed the need of sharing 
information amongst law enforcement agencies and 
mutual coordination efforts in order to optimize the 

global response to evolving threats. Follow up with 
identifying and coordinate the Dialogue member 
entities’ counter-terrorism, organized crime and 
border security strategies in countering the cross-
continental movement of foreign-fighters and drug 
trafficking as well as criminal financing. 

To this, the Dialogue members entities focused on :
• design a continual and flexible mechanism to 

share strategic plans and align operational 
actions.

• streamline the access to operational information 
to frontline police across region.

The meeting was concluded with the establishment 
of permanent high-level working groups to address 
Strategic Coordination and Streamlined frontline 
access to information.

By Deputy Supt. Police (DSP) Saralathan Duraisamy
ASEANAPOL Secretariat
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The 3rd International Associations of Police Academies 
(INTERPA) saw the participation of ASEANAPOL 
Secretariat (AS) for the first time and had marked new 
avenue for ASEANAPOL to forge partnerships in the 
areas of training and capacity building drawing from 
the rich and vast resources afforded by INTERPA 
given its most distinguished range of faculties and 
academia. 

Upon receiving approval by consensus to establish 
relations and collaborate with INTERPA having 
regard to the aims and objectives provided by its 
Terms of Reference (TOR), the Secretariat has been 
working closely with INTERPA for the benefit of all 
ASEANAPOL Member Countries especially in the 
curriculum and needs of ASEANAPOL which was 
prioritized at the annual ASEANAPOL Police Training 
Cooperation Meeting (APTCM). 

At the 6th INTERPA Conference held in the Republic 
of Northern Turkish Cyprus, the ASEANAPOL 
Secretariat was accorded the Observers’ status with 
INTERPA. With the aim of enhancing the existing and 
to explore new common cooperation areas between 
INTERPA Executive Board Members (IEBM) and 

ASEANAPOL Member Countries (AMCs) in terms of 
police training interest and initiatives, a “Joint Meeting 
(JM) between INTERPA & ASEANAPOL” was held 
on 14 February 2019, hosted by Gujarat Forensic 
Sciences University (GFSU) in Gujarat, India. 

The Turkish National Police Academy (TURKEY, 
The Academy of the Ministry of Interior Affairs 
of the Republic of Belarus (BELARUS) National 
Ribat University (SUDAN), King Fahad Security 
College (SAUDI ARABIA), Gujarat Forensic 
Sciences University (INDIA), Qatar Police College 
(QATAR), Karagandy Academy of MIA of Republic of 
Kazakhstan (KAZAKHSTAN), Police Training Center 
(REPUBLIC OF MACEDONIA), Royal Malaysia 

Police College (MALAYSIA) represented the IEBM 
whereas ASEANAPOL was represented by nine of 
its Member Countries namely, Royal Brunei Police 
Force (RBPF), Cambodia National Police (CNP), 
Indonesian National Police (INP), Lao Police Force 
(LPF), Royal Malaysia Police (RMP), Myanmar 
Police Force (MPF), Philippine National Police (PNP), 
Royal Thai Police (RTP), The Office of Investigation 
Police Agency, Ministry of Public Security, Socialist 
Republic of Viet Nam (VPF)

The Joint Meeting (JM) was co-chaired by Prof. 
Yılmaz ÇOLAK, the President of INTERPA and 

By Asst. Supt. Police (ASP) Khairul Izham Md Noh
ASEANAPOL Secretariat
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THE INAUGURAL JOINT MEETING BETWEEN INTERPA & ASEANAPOL, GUJARAT, INDIA

Police Colonel Kenechanh PHOMMACHACK, the 
Executive Director of ASEANAPOL, both of whom 
in their unequivocal words and gesture emphasized 
the importance of having close relationship between 
INTERPA and ASEANAPOL and had highlighted 
their confidence to develop the existing relationship 
and explore new cooperation areas. 

The JM saw Ms Tugba Ince, representative of the 
INTERPA Secretariat presenting the structure of 
INTERPA which consisted of the Presidency, Vice 
President, Executive Board and General Council. It 
is well acknowledged that International Association 
of Police Academies (INTERPA) is a worldwide 
association for cooperation in police training 

amongst police academies or equivalent institutions 
and to date INTERPA comprises of 73 police training 
institutions from 57 different countries and since its 
inception had conducted 8 Annual Conferences, 
8 General Council Meetings, 16 Executive Board 
Meetings and 8 International Training Activities. 

 An insight of ASEANAPOL presented by Assist. 
Commissioner of Police (ACP) Aidah Othman, 
Director for Plans & Programmes of AS highlighted 
that the ASEANAPOL through its Secretariat has 
and is continuously working closely with INTERPA 
in the areas of training and development, as well as 

building capacity for the benefit of all ASEANAPOL 
Member Countries (AMCs) especially with regards to 
ASEANAPOL curriculum and training needs. As the 
Secretariat is not a policing body per se, it could not 
avail itself to be a registered member of INTERPA. 
Nonetheless that neither did nor would not deter the 
Secretariat from enhancing its collaborative efforts 
and indeed it had renewed its commitment and 
will endeavour to be an effective bridge between 
ASEANAPOL and INTERPA.
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By Sr. Col. Le Duc Tuyen
Deputy Director-General-Office of Police Investigation Agency
Deputy Director-NCB Hanoi The Ministry of Public Security Viet Nam
In order to achieve objectives of building 
ASEAN Community, ASEAN Charter determined 
ASEANAPOL as an ASEAN’s entity to strengthen 
cooperation in combating crimes between ASEAN 
member states.

VIET NAM IS HONORED TO HOST THE 39TH 
ASEANAPOL 

In 1996, Viet Nam officially joined and became 
the 7th member of ASEANAPOL. So far, Viet Nam 
has always been a proactive and responsible 
member, launching a number of initiatives which 
are recognized by other countries in the region; 
discussed about some projects raised by Dialogue 
partners to foster cooperation in combating crimes; 
signed Joint Communique and participated in other 
useful information exchange activities.   

Viet Nam successfully organized ASEANAPOL 
Confe rence twice: the 19th ASEANAPOL (from 
26-28 April 1999) and the 29th ASEANAPOL 
(from 12-16 May 2009). Especially, at the 29th 
ASEANAPOL organized in Hanoi City, ASEAN Chiefs 
of Police approved the establishment of ASEANAPOL 
Secretariat, marking a milestone in the development 
of the Association. 

Taking responsibility of a member country, in 2019, 
Viet Nam, for the third time, is honoured to be 
Chairman of the 39th ASEANAPOL and related 
meetings, including: the 36th ADSTC, the 10th ATCM, 
the 29th JASPOC and the 4th APFSN.

PREPARATION FOR THE 39TH ASEANAPOL

The Ministry of Public Security of Viet Nam has 
built Scheme to organize the 39th ASEANAPOL and 
related Meetings in 2019. Leaders of the Ministry of 
Public Security of Viet Nam appointed Office of Police 
Investigation Agency as the focal point, collaborating 
with related agencies to organize the Conference. 

The 39th ASEANAPOL is scheduled to be organized 
from 16-20 September 2019 at Melia Hotel, Hanoi, 
Viet Nam. The Organization Board proposed the 
theme of the 39th ASEANAPOL as “Honoured 
by Partnership, Sustained by unity”. This theme 
expresses the honour of ASEAN member states to 

join hands in the fight against transnational organized 
crimes, traditional and non-traditional challenges, 
and highly appreciates the cooperation and support 
of Dialouge partners and Observers for ASEANAPOL 
Association. Besides, Viet Nam wants to inherit values 
of ASEAN Community in developing sustainably and 
increasing human values in every aspect, including 
law enforcement, security, social order and safety 

protection, for a sustainable developing region.
In  order  to proactively prepare for the 39th 
ASEANAPOL, Viet Nam established the Organization 
Committee with 03 Sub-committees (Content 
– Propaganda, Protocol – Logistics, Security – 
Healthcare) headed by H.E.Sr.Lt.Gen. Le Quy Vuong, 
Deputy Minister of Public Security. 

According to the assignment of the Organizing 
Committee, related departments of the Ministry of 
Public Security of Viet Nam are building plans and 
making preparations for the organization of the 39th 
ASEANAPOL such as: Preparing protocol, arranging 
logistics, planning communication plans and 
preparing Agenda contents.

Besides official Agenda, the Organizing Committee 

VIET NAM’S PREPARATION FOR THE 39TH ASEANAPOL CONFERENCE
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since establishment, raising a number of useful and 
feasible initiatives. 

With a hospitable spirit, the Organizing Committee 
wishes to leave foreign friends with a good impression 
on Viet Nam with beautiful landscape, heroic nation, 
kind and friendly people, and especially image of 
regular, professional towards modern Vietnamese 
police force, taking full efforts and responsibility for 
the safeguard of security and protection of social 
order and safety. The Organizing Committee hopes 
that delegations attending the 39th ASEANAPOL 
would continue to launch effective initiatives and gain 
high consensus on Agenda items, contributing to the 
achievement of the 39th ASEANAPOL theme, for a 
secured, safe and sustainable region.

With full efforts, the Ministry of Public Security of 
Viet Nam is completing final preparations for the 
39th ASEANAPOL and looks forward to meeting 
delegations of ASEANAPOL members, Dialogue 
partners and Observers in Viet Nam.

is planning social programs for 
delegates and spouses. The 
Organizing Committee wishes to take 
this opportunity to introduce to foreign 
friends the beauty of Hoa Lu Ancient 
Capital and Thang Long Capital.  

During the preparation period, Viet Nam 
has always received active, prompt 
and close assistance of ASEANAPOL 
Secretariat. Especially in March 
2019, Office of Police Investigation 
Agency was honoured to receive 
ASEANAPOL Secretariat headed by 
Sr.Col. Kenechanh Phommachack, 
Executive Director to work about the preparation 

for the Conference. Receiving ASEANAPOL 
Secretariat at office, Lt.Gen. Tran Van Ve, Director-
General of Office of Police Investigation Agency 
congratulated success of ASEANAPOL 
Secretariat, which contributed to 
enhance efficiency of cooperation 
between 10 ASEANAPOL member 
states and with Dialogue partners and 
Observers. Mr. Director also hoped 
that ASEANAPOL Secretariat would 
collaborate closely with Office of 
Police Investigation Agency to prepare 
for the Conference and emphasized 
that the 39th ASEANAPOL  had to 
convey a good impression to all 
delegates, highlighting the success of 
ASEANAPOL Secretariat for 10 years 
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The 10th ASEANAPOL Contact Persons 
Meeting (ACPM) organized by the ASEANAPOL 
Secretariat (AS) was held at the  ASEANAPOL 
Secretariat’s  office in Kuala Lumpur on 25-
27 June 2019. The meeting was attended by 
police officers from ASEANAPOL Member 
Countries, Dialogue Partners and Observers. It 
is an annual meeting which serves as a platform 
for ASEANAPOL Contact Persons to present 
updates on the progress of all resolutions adopted 
at the previous ASEANAPOL Conferences 
and to further discuss related matters and 
outstanding issues, which are pertinent to the 
future development of ASEANAPOL.

The meeting was chaired by Pol. Col. 
Kenechanh Phommachack, the Executive 
Director of ASEANAPOL Secretariat, who had 
stressed that cooperation amongst Member 
Countries, Dialogue Partners and Observers is 
very important to diversify actions in combating 
transnational crimes. He then humbly requested 
ASEANAPOL Member Countries to actively 
participates and contribute in the discussions, 
present constructive and flexible perspective in 
order to recognise the commitment in innovation 
and strengthen the ties of police to police 
cooperation. On the same note, he also stressed 
that the Dialogue Partners and Observers have 
to play an active role and well served the shared 
objective of the ASEANAPOL partnership towards 

10TH ASEANAPOL CONTACT PERSONS MEETING (ACPM) ORGANISED BY ASEANAPOL SECRETARIAT

By Deputy Supt. Police (DSP) Mohd Hafiz Ya’acob
ASEANAPOL Secretariat
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a new dynamic development for ASEANAPOL. 
The meeting commenced with the presentation 
by the Secretariat’s Directors and followed by all 
delegates. AS had invited guest speakers from 
the Royal Canadian Mounted Police (RCMP) 
and the Gulf Cooperation Council – Police 
(GCCPOL) to elaborate and explained further 
on their application to be the Observer with 
ASEANAPOL. Mr. Mark Branchflowers from the 
INTERPOL General Secretariat on the other 
hand had presented on INTERPOL Biometric 
Services, Hub & Forensic Capabilities Provided 
by INTERPOL. A few outstanding issues were 
raised and discussed during the meeting, for 
consensus from member countries. Besides 
that, all delegates from Dialogue Partners 
and Observers shared their experiences 
and contributions for better collaboration 
and cooperation with ASEANAPOL Member 
Countries.

AS had also hosted an official dinner for the 
delegates and organised an excursion to Genting 
Highlands, Pahang, sharing the  beautiful 
experience and wonderful moment with the 
delegates, as part of the meeting activities. The 
meeting was done in a harmonized environment 
which resulted in fruitful discussion amongst 
the delegates. The Executive Director thanked 
all delegates for their participation and hoped to 
maintain the good relationship amongst Member 
Countries, Dialogue Partners and Observers for 
future collaboration and cooperation.
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By Deputy Supt. Police (DSP) Saralathan Duraisamy
ASEANAPOL Secretariat

THE ASEANAPOL SECRETARIAT PARTICIPATED IN THE 
2019 INTERNATIONAL SYMPOSIUM ON CYBER CRIME RESPONSE
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ASEANAPOL SECRETARIAT IN ACTION

On 22 - 24 May 2019, The Korean 
National Police Agency (KNPA) hosted 
the  International Symposium on 
Cybercrime 2019  (ISCR 2019) at JW 
Marriott Dongdaemun Square Seoul 
and at the Korean National Police 
Head Quarters.  The symposium was 
attended by representatives from over 
60 countries, respectively from multiple 
law enforcement agencies,  private 
sectors and international organisations. 
ASEANAPOL was represented 
by Police Colonel Kenechanh 
Phommachack, the Executive Director 
of the ASEANAPOL Secretariat. This 
year, since its initiation, the ISCR 
marked the 20th anniversary of creating 
an effective platform for international 
cooperation and establish itself as 
one of the largest law enforcement 
symposiums in the area of cybercrime.  
Participants from ASEANAPOL 
Member Countries also benefited and 
gain deeper knowledge in the area of 
transnational crime especially in cybercrime. The 
Symposium began with the opening  ceremony, 
followed by discussion on cybercrime and security 
trends, cryptocurrency/darknet related crime, 

digital forensic, hacking and ransomeware. The 
contributions of experienced and outstanding 
speakers from all over the world has marked the 
ISCR 2019 as a successful event.
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